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 http://sites.google.com/site/rsmrcina/presentations

This presentation is generally a follow-on to
'Securing Linux with RACF on z/VM' by Alan Altmark.
Provides additional detail about configuring LDAP on z/VM
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What is LDAP? B
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» Stands for Lightweight Directory Access Protocol

* A standard method for accessing and updating information
in a directory
Defined in RFC 1777 and others’

* Widely used across all major operating systems and
platforms

* The 'directory' can contain almost anything
Generally it is data that is read much more than updated
Name and address book
Organization chart
Hardware and/or Software information

LDAP is optimized for lookup operations

'RFCs 1777, 1778, 1779, 1959, 1960, 2251, 2252, 2253, 2254, 2255, 2256, 2829, 2830, 3377 4
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Consider the phone book approach

LDAP can search on any object in the directory

Updating the directory can be limited to administrators

And/or controlled via ACLs so that certain people can update
specific parts of the directory

LDAP is the messaging protocol for communicating
between clients and servers

Defines the API for accessing the directory
Does not define the mechanism to be used for backend storage
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* The directory is made up of objects organized in a tree
Called the Directory Information Tree (DIT)

* Similar to DNS, the tree starts at a root and branches out

* Each entry is arranged on the tree via a unique identifier
called the distinguished name or DN

* Each component of the DN is called the relative
distinguished name or RDN

- » DN« >

cn=infoprint48,ou=bldgl2,o=company,c= us

-« >< > >«
RDN RDN RDN RDN

6
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C=us

o=other o=company

ou=bldg06 | ou=bldg12 | ou=bldg14

cn=jjones cn=infoprint48
employeenumber= serialnumber=

_,/ telephonenumber= telephonenumber=
uidnumber= modelnumber=
gidnumber= inservicedate=
homedirectory= maintenancedate=
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* More commonly LDAP is used to store and manage
security related information

* Available across the network by any machine that needs it
Subject, of course, to it's own security controls

* Can be part of an enterprise-wide identity management
infrastructure

A single point of control for user profile management
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* The LDAP Server on z/VM 5.4
Ported from IBM Tivoli Directory Server for z/OS V1.10

* Provides
Multiple database backends
Version 2 and 3 client capability
CRAM-MD5, DIGEST-MD5 authentication, Simple authentication
Referrals, aliases, directory information access controls
Change Logging
Client and Server authentication using SSL (V3) and TLS (V1)
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- LDBM Backend (Lightweight Database Manager)

Simplest setup

Performs authentication and password modification with the
z/NNM RACF Security Server

Stores directory information in the Byte File System
Keeps it in memory while the LDAP server is running

- SDBM Backend (Secure Database Manager)

Provides more comprehensive interface to the
z/NNM RACF Security Server

Allows password phrases up to 100 characters

 GDBM Backend (GNU Database Manager)

Used for auditing changes to LDAP server
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* Uses TCP ports 389 and 636
As coded in the default profile that comes with the TCP/IP stack

« DTCPARMS values can default

If using the SDBM backend or the LDBM backend with RACF, set
ESM_Enable to YES

* The sample file(s) provided with z/VVM contain these
statements
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* The mount tag is used to set up the ROOT file space for
the LDAP server in the BFS

* Use the Parms tag to pass any additional parameters to
the LDAP server

A different configuration file (the default is DS CONF)
Debugging options

Listening URL

Maintenance mode




General Configuration

* Default values from ''BM DTCPARMS'

- ni ck. I dap

:type. cl ass

: narre. LDAP daenopn

: command. LDAPSRV

cruntine. C

- menory. 128M

. m xedcasepar ns. YES

:rmount. /.. /VNMBFS: VMSYS: ROOT/

/ ../ VNBFS: VMBYS:

: ESM Enabl e. NO
: ESM _Racr out e. LDAPESM

I,
/var /| dap
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* The LDAP server runs in the LDAPSRY virtual machine by
default

A different machine or additional machine(s) can be used

A few caveats...

Directory Entry

BFS File Space creation and proper BFS permissions
Mount entry for additional server

Parms value to indicate a new listening port
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* The LDAP Server uses the Byte File System to store

Message catalog files

Schema databases and other files for the LDBM and GDBM
backends

Locations are tailorable

I Tip: Make sure the SFS file servers come up before
TCP/IP

* Two Configuration files

DS CONF — Primary Operational Parameters
DS ENVVARS - Environment Variables

* Copy samples from TCPMAINTs 591 disk to the 198 disk
LDAP-DS SCONFIG ----- > DS CONF
LDAP-DS SAMPENVR -----> DS ENVVARS

15
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 Tailoring the configuration files
DS CONF on TCPMAINTs 198

» A different name can be used
Indicate this with the -f flag on the LDAPSRYV startup PARMS

* Contains four sections
Global section
LDBM section
SDBM section
GDBM section
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* In the Global Section
Set adm nDN to the Distinguished Name of the administrator
adm nDN "cn=Adm n"

Set the adm nPW
* In the LDBM Section

Uncomment the dat abase keyword
dat abase LDBM G.DBLD31

Uncomment the suf f i x keyword and change the Distinguished
Name

suf fi x "o=VMAssi st, c=US"
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» Talloring the Environment Variables
DS ENVVARS on TCPMAINTs 198 disk
* Read only at LDAP server startup time

* The following can be customized

Message logging options
Severity
End of an operation
Microseconds on timestamp
Summary records

Timezone
Debugging options
J Trace output file
Error messages output
Environment variables filename

18
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* Log on to LDAPSRYV
» Starts up like any other TCP/IP service on z/VM

DTCRUN1011l Server started at 10:00: 37 on 17 Jun 2008 (Tuesday)
DTCRUN1011l Runni ng " LDAPSRV"
DTCLDP21061 Debug setting: O
DTCLDP21071 Using server configuration file: DS CONF D1
DTCLDP21071 Using environnment variable file: DS ENVWARS D1
DTCLDP21071 Using server nodule: G.DSRV31 MODULE E2
080617 15:00:41.662708 G.D1003l LDAP server is starting.
080617 15:00:41.667573 G.D10011 LDAP server version 3.18, Service |evel
OA19849, Build date Mar 22 2007, Tine 22:58:27.
080617 15:00:41.671714 G.D10021 LDAP runtime version 3.18, Service
| evel QA19849, Build date Mar 22 2007, Tinme 23:25:52.
080617 15:00:42.123599 A.D10231 Processing configuration file
/ | DD:. CONFI G

/ 080617 15:00:42.186911 G.D10241 Configuration file //DD: CONFI G
processed.
Server Configuration
adm nDN: cn=Adm n
adm nPW *confi gured*

al | owAnonynousBi nds: on 19
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: tcpTerm nate: recover
ar mNanme: GLDSRVR . Co
audit 1: off timeLimt: 3600

val i dat el ncom ngV2Strings: on

conmirhr eads: 10 dat abase LDBM GLDBLD31 LDBM 0001

db2Term nat e: recover

heSi ze: 1 changeLoggingParticipant: on
?gfggoﬁﬁgi?iongggeout' 0 comm t Checkpoi nt Entri es: 10000
listen 1 Idap'//'389. comm t Checkpoi nt TOD: 00: 00
logfile: /etc/ldapl/gldl og. output dat abaseDirectory: /var/| dap/| dbm
nmaxConnections: 65535 ext endedG oupSear chi ng: off
- , fileTerm nate: recover
Bg#ﬂiz;ﬁgpeiglonTlneout. 0 filterCacheBypassLimt: 100

filterCacheSi ze: 5000

schemaPat h: /var/| dap/ schema kr bl denti t yMap: of f

schemaRepl aceByVal ue: on

securityLabel: off nuIF|Server: of f _
sendV3Stri ngsOver V2As: UTF-8 nat!veAuthSubtree. ?”
server Et her Addr: 402094000001 nativeUpdat eAl | owed: on
server Syspl exG oup: undefi ned per3|stenFSearch. of f
sizelLimt: 500 pweEncr ypti on: none

/ srvStartUpError: termnate pwCr ypt Conpat - on
support Krb5: off readonly: off

secret Encryption: none
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sizeLimt: 500

suffix 1: o=VMAssist, c=US

tinmeLimt: 3600

useNati veAut h: off

080617 15:00:58.233324 G.D11911 LDAP server auditing is not avail abl e.
080617 15:01:02.186225 G.D1074W Maxi mum cli ent connections changed from
65535 to 65523.

080617 15:01:02.229484 G.D10041 LDAP server is ready for requests.
080617 15:01:03.491447 A.D10591 Listening for requests on 192.168. 1. 50
port 389.

080617 15:01:03. 552522 G.D10591 Listening for requests on 192. 168. 240.1
port 389.

080617 15:01: 03. 564893 G.D10591 Listening for requests on 127.0.0.1
port 389.
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* Netstat output
VM TCP/ I P Netstat Level 540 TCP/ I P Server Nane: TCPIP

Active | Pv4 Transm ssi on Bl ocks:

User Id Conn Local Socket For ei gn Socket State
FTPSERVE 1004 * . FTP-C *oU0F Li sten
| NTCLI EN 1003 *, . TELNET *oUx Li sten
| NTCLI EN 1011 192. 168. 1. 50. . TELNET 10.1.0.2..41112 Est abl i shed
| NTCLI EN 1012 192. 168. 1. 50. . TELNET 10.1.0.2..41113 Est abl i shed
SSLSERV 1000 127.0.0.1..1024 L% Li sten
SSLSERV 1001 127.0.0.1..1024 127.0.0.1..1025 Est abl i shed
SSLSERV 1002 *,.1026 *oUx Li sten
LDAPSRV 1007 192. 168. 1. 50. . 389 *oUx Li sten
LDAPSRV 1006 192. 168. 240. 1. . 389 *oUx Li sten
LDAPSRVY 1008 127.0.0.1..389 o Li sten
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pwd

/ var /| dap

$

ls -1

total O

dapsrv system 0O Jun 17 15:04 | dbm
dapsrv system 0O Jun 17 15:00 schenn

s -1 1 dbm

total 16

ST Wr----- 1 I dapsrv system 32 Jun 17 15:00 LDBM 1. db
1 I dapsrv system 24 Jun 17 15:04 LDBM ckpt

|s -1 schema
total 56
ST Wr----- 1 I dapsrv system 25832 Jun 17 15: 00 schema. db
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* Issuing LDAP Commands from CMS requires the use of
characters that CP will remove from the command

eg:”, @

* We need to tell CP to not perform line editing when we
Issue LDAP commands

CP SET LINEDI T OFF

...0T...

CP TERM NAL ESCAPE OFF (for the double quotes)
CP TERM NAL CHARDEL OFF (for the at sign)
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 Test access to the server

- LDAP utilities are provided for use in CMS

|dapsearch (LDAPSRCH), Idapadd (LDAPADD), Idapmodify
(LDAPMDFY), Idapcompare (LDAPCMPR), Idapdelete (LDAPDLET),
|dapmodrdn (LDAPMRDN)

* We will use the LDAPSRCH command

| dapsrch -h 127.0.0.1 -w secret -s base -b "o=VMAssi st, c=US" "objectcl ass=*"
| dap_search: No such obj ect

| dap_search: additional info: RO04071 DN 'o=VMAssi st, c=US does not exi st

(1 dbm process_request)

 ...the database is empty
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* Schema is the definition of objects and their characteristics
eg: the rules that must be followed to form a telephone number

* Required for LDBM backend only
* Link and access TCPMAINTs 591 and 592 disks

| dapmdfy -h 127.0.0.1 -D "cn=Admi n" -w *****x* _f []/USRSCHEM LDI F -u on
| dapmdfy -h 127.0.0.1 -D "cn=Adm n" -w ****** _{ [/] BMSCHEM LDI F -u on

* A single line of output while the command is running
nodi fying entry cn=schema

* No error messages indicate a successful execution
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* Provides the LDAP posixAccount object class
Allows the use of uidnumber, gidnumber, homedirectory, etc

* Described in Security on z/VM redbook

* Download the schema from
ftp://www.redbooks.ibm.com/redbooks/REDP0221/nisSchema.2.ldif

» Upload file to z/VM (as NISSCHEM.LDIF)
* Modify line 5

From “dn:cn=schema, <suffix>" to “dn:cn=schema’

» Update schema on the LDAP Server

| dapmdfy -h 127.0.0.1 -w secret -D “cn=Adm n” -f //nisschemIdif -u on
nodi fying entry cn=schena

27
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- LDAP Server can authenticate to the Security Server
through the LDBM backend

By providing Security Server password or pass phrase on a simple
bind to the backend

 Information gathered by LDAP server based on DN that
performed the bind

* LDAP server configuration options and specific attributes
on LDAP user definition

useNativeAuth

nativeAuthSubtree

nativeUpdateAllowed
4 ibm-nativelD or uid




Setup Native Authentication and
Admin access

= §

Technology - Connections - Results

* The LDAP Server virtual machine (LDAPSRYV) will be set
up as the administrator
The user exists on the z/VM system

Allow password or pass phrase updates

* |n DS CONF — LDBM section in the Security Server via a modify

. . command through the backend.
Set the following options
nat i veUpdat eAl | owed on

useNati veAuth All
pwEncr ypti on SHA

* On user entries
| bm nati vel Dorui d

J * Create an LDAP Data Interchange Format file (LDIF)
A sample exists as SAMPSERYV LDIF on TCPMAINTs 591 disk

The first two entries of the file were used as examples in the
following scenario

29
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* |n a file called ADMIN LDIF

dn: o=VMAssi st, c=US

obj ectcl ass: top

obj ectcl ass: organi zation
o: VMAssi st, c=US

dn: cn=LDAPSRV, 0=VMAssi st, c=US

obj ectclass: top

obj ectcl ass: person

obj ectclass: ibmnativeAut hentication
descri ption: Adm ni strator

cn: LDAPSRV

sn: Adm ni strator

| bm nati vel D. LDAPSRV

) * File actually contains two entries

One to add the organization (0=VMAssist,c=US)
The other to add the 'user' (cn=LDAPSRYV)
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- Use | dapadd to insert the entries into the LDBM database

| dapadd -h 127.0.0.1 -w secret -D "cn=Admn" -f //admn.|dif
addi ng new entry o=VMAssi st, c=US

addi ng new entry cn=LDAPSRV, 0=VMAssi st, c=US
Ready; T=0.22/0.30 10:43: 06

» Edit DS CONF to change the adminDN and remove the
adminPW

adm nDN " cn=LDAPSRV, o=VMAssi st , c=US"
#adm nPW********
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* Make sure LDAPSRYV can properly access RACF
* In DTCPARMS

: ESM Enabl e. YES

* |ssue the following RACF commands

rdefine facility ichconn uacc(none)
permt ichconn class(facility) id(ldapsrv) access(update)
setropts raclist(facility) refresh

* Restart the LDAP Server

RPI CVB0161 USER/ RACF VM Racroute communi cation path is established.
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» Use ldapsrch to verify the entry just added

| dapsrch -h 127.0.0.1 -w vnpass -D "cn=LDAPSRV, o=VMAssi st , c=US"
-b "o0=VMAssi st, c=US" " (cn=LDAPSRV) "

cn=LDAPSRV, o=VMAssi st , c=US

obj ect cl ass=t op

obj ect cl ass=per son

obj ect cl ass=i bm nati veAut henti cati on
descri pti on=Adm ni strat or

cn=LDAPSRV

sn=Admi ni strat or

I bm nat i vei d=LDAPSRV
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* LDAP provides a way to keep a repository of security
information in a centralized place
Previously this could have been done with NIS

* The LDAP Server running on z/VM

Brings the power and capabilities of RACF to security management
on Linux

LDAP clients (virtual machines or real machines) can authenticate
with RACF

Passwords can be synchronized with z/VM




i

Using z/VM LDAP with Linux >

SHARE

Technology - Connections - Results

* Prerequisite software

openldap2-client, pam-ldap, nss-ldap, +32-bit versions
and yast2-ldap

* While configuring the LDAP client, if the prereq software is
not installed, YaST will perform the install automatically

These packages need to he installed:

[Cancel]
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» Configure LDAP client with YaST
= 0 O]
File Edit View Scrollback Bookmarks Setlings Help
LDAP Client Configuration

find]

tch DM]

= -
File Edit WView Scrollback Bookmarks
[ Help

A =
Settings Help

Advanced Configuration
Client Settings—aAdmninistrat
Mamir

ia]
o=VHMAssist,c=US

Grouyf
mnemnber

[ Help ]
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* Review /etc/ldap.conf

Host 192.168. 1. 50

base 0=VMAssi st, c=US

bi nd_policy sof t

pam | ookup_policy yes

pam password racf

Nnss_i nitgroups_i gnoreusers root, | dap
nss_schem rfc2307bi s
nss_map_attribute uni queMenber nenber
ssl no

| dap_version 3

pam filter obj ect O ass=posi xAccount
tl s _checkpeer no
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* YaST did not add the following to Idap.conf

bi nddn cn=LDAPSRV, 0=VMAssi st , c=US
bi ndpw vnpass

nss base passwd o=VMAssi st, c=US
nss_base shadow o=VMAssi st, c=US
nss _base group o0=VMAssi st, c=US

* These entries are very critical to the operation of the LDAP
client

* No other LDAP client config changes required
...on SLES 11

SLES 10 SP2 required additional changes
SHARE 111 or 112 presentations

/ zJournal article “Configuring Linux to Authenticate to the z/VM LDAP Server”
April/May, 2009
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 Add Linux user to RACF
RAC ADDUSER RKS1 PASSWORD( PWORD)

* Create LDIF file to add Linux user to LDBM database

dn: cn=RKS1, o=VMAssi st, c=US

obj ectcl ass: person

obj ectclass: i bmnativeAut hentication
obj ectcl ass: posi xAccount

description: Rich Snrcina

t el ephoneNunber: 414-491-6001

ui dnunber: 2000

gi dnunber: 100

uid: rksil

honmedi rectory: /hone/rksl
J | ogi nshel | : /bin/bash

cn: Rich

sn: Snrcina
I bm nativel d: RKS1
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* Add the entry

| dapadd -h 127.0.0.1 -w vnpass -D "cn=LDAPSRV, 0=VMAssi st , c=US"
-f //rksl.Idif
addi ng new entry cn=RKS1, o=VMAssi st, c=US

 Check it...

| dapsrch -h 127.0.0.1 -w vnpass -D "cn=LDAPSRV, o=VMAssi st , c=US"
-b "0=VMAssi st, c=US" "(cn=RKS1)"
cn=RKS1, o=VMAssi st, c=US
obj ect cl ass=per son
obj ect cl ass=i bm nati veAut henti cati on
obj ect cl ass=posi xAccount
obj ect cl ass=t op
descri ption=Ri ch Snrcina
t el ephonenunber =414-491- 6001
ui dnunber =2000
J gi dnunber =100
ui d=rksl
honmedi r ect or y=/ home/ r ks1
| ogi nshel | =/ bi n/ bash



Using z/VM LDAP with Linux s

rks0@ apt op: ~> tel net 192. 168. 240. 20

Tryi ng 192. 168. 240. 20. ..

Connected to 192.168. 240. 20.

Escape character is '*]".

Wl conme to SUSE Linux Enterprise Server 11 (s390x)
2.6.27.19-5-defaul t(2).

Ker nel

| dapll | ogi n: rksl

Passwor d:

Creating directory '/hone/rksl'.

Creating directory '/honme/rksl/bin'.

Creating directory '/honme/rksl/.fonts'.
Creating directory '/hone/rksl/.nozilla'.
Directory: /hone/rksl

Wed Aug 19 11:07:14 CDT 2009

rksl@dapll: ~> id

ui d=2000(rks1) gi d=100(users) groups=100(users)
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rks0@ apt op: ~> ssh rks1@92. 168. 240. 20

Passwor d:

Last | ogin: Wed Aug 19 11:07:03 2009 from 192.168.1. 101
rksl@dapll: ~> id

ui d=2000(rks1) gi d=100(users) groups=100(users)
rksl@dapll: ~> ||

total 4

drwxr-xr-x 2 rksl users 4096 2009-08-19 11:07 bin
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rksO@ apt op: ~> ftp 192. 168. 240. 20

Connected to 192. 168. 240. 20.

220 (vsFTPd 2.0.7)

Nanme (192.168.240.20:rks0): rksl

331 Pl ease specify the password.

Passwor d:

230 Logi n successful.

Renote systemtype is UN X

Usi ng binary node to transfer files.

ftp> dir

229 Entering Extended Passive Mde (||| 30082|)
150 Here cones the directory listing.

dr wxr - Xr - x 2 2000 100 4096 Aug 19 16:07 bin
226 Directory send OK

* Log file entry from FTP login

Aug 19 11:28:20 | dapll vsftpd: Wed Aug 19 11:28:20 2009 [pid 22971]
[rksl] OK LOG@ N dient "192.168.1.101"

43
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* With YaST

Erowse the LDAP tree
in the LDAF Tres tab.

Edit attributes of

the selected LDAF
cbJject in the Entry

[Help]

~ | = shell

[Open] [Reload]

|| @ shell
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* With YaST

- - Shell

Session Edit View Bookmarks Settings Help

Browse the LDAF tree
in the LDAF Tree tab.

selected attribute.
se Sawve to save your
changes to LDAF.

om-natlveAuthenticatio

[Edit]

|| = Shell
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* With YaST2

Browse the LDAP tree in LDAP Browser
the LDAP Tree tab,

Use Edit to change the Entrv Dat
value of the selected LDAP Tree ntry Data

attribute. Use Save to cn=RKS51,0=VMAssist,c=US

save your changes to

LDAP. Attribute Value

RIch,RKS1
description Rich Smrcina
gidnumber 100
homedirectory /home/riks1
ibm-nativeid RIKS1
loginshell /binfbash
objectclass person.ibm-nativeAuthentication,posixAccount.top
sn sSmrcina
telephonenumber 414-491-6001
uid rksl
uidnumber 2000
_/ userpassword

seealso
gecos-nis
=

46
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* LDAP Browser from LDAPSoft (http://www.ldapsoft.com)

= © NewLdap Connection =

= © NewLdap Connection =

New Connection

1€ Credentials 1@
Click Mext to continue.. Please select authentification method and enter authentification data

Connection MName [ZNM

Authentication Method

Host Parameters O Anonymous Authentication

Hostname[192.168_1_50 ‘ - @ Simple Authentication
Port 189 n Protocol [LDAF’ V3 ‘ - | Authentication Parameter
Base DN: lD:VMASSiSt,C:US| J ~ | Bind DN: [cn:LDAPSRV,o:VMAssist,c:US ]
l Fetch Base DNs H Test Connection Password ["“ ]
¥ Save Password Check Credertials
[ Use SSLITLS

l Help H l Mext = H Einish H Cancel Help H < Back l Mext = H Einish H Cancel

47



Browsing the LDAP Directory

* Comes in Windows
and Linux flavors

* Provides an SQL
interface and LDIF
Import and export

* A commercial
product is available
that provides editing

rs
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: DAPSoft - LDAP Browse via X
FiIeHNavigate SQL Search Export Import Security Options Help T -
J =% New Connection = Open Connection J e J L. J r)
J Search: lcn | - ] =~ ¥ ] Find Now Clear |Max Results: J = @9
#|lo = =
~ 0 o=VMAssist c=US Attribute Name |Va\ue |Size |Type |Required
. 4 cn=LDAPSRY objectclass ............................. eron ; ObjectClass ¥
i cn=RKS1 objectclass ibm-nativeAuthentication 24 ObjectClass Y
objectclass posixAccount 12 ObjectClass Y
objectclass top 3 ObjectClass Y
ch RichSmrcina 1 Text Y
cn rks1 4 Text
gidnumber 100 3 Integer Y
homedirectory fhome/rks 10 Text Y
ibm-nativeid RKS1 4 Text Y
sh Smrcina 7 Text Y
uid rks1 4 Text Y
uidnumber 2000 4 Integer Y
createtimestamp 20090818161716 4495457 22 Operational N
creatorsname cn=L DAPSRY o=VMAssist c=US 26 Operational N
description Rich Smrcina 12 Text M
loginshell (bin/bash 9 Text N
modifiersname cn=LDAPSRY o=VMAssist c=US 26 Operational N
modifytimestamp 20090818161716 4495457 22 Operational N
subschemasubentry cn=schema 9 Operational N
telephonenumber 414-491-6001 12 Telephone I\ N
gecos-nis 0 Text M
seeAlso 0 Text N
userPassword 0 userPasswo N
Table View | Schema View

1 items selected

i cn=LDAFSRV o=VMA: 8.6 23
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» Softerra LDAP Browser (http://www.ldapbrowser.com)

" cofterra LDAP Browser 2.6 o =]

File Edit ‘Wiew Tools Help

i -0 8 FRRIXEE B 2 - EE[E N
E@ £ | wir | K Filter .
E|-§"‘/ Browser rook Marme I Value | T | s |

-, Michigan Hl. Michigan  Idap.itd.umich.edu: 389 profile  unknown

Bv OD_EHLDP'P a, CpenlDAP  www, openldap.com: 389 profile  unknown
-, Unizeto CERTUM 1 inizatn dirartare cerbim ol A 56 mefile  unknown
Host Information x|

Flease enter server host information

Host  [192168.1.60

Port: =] Protocol version: m
Base DN: [cn=LDAPSRAY, o=\Méssist.c=LI3] |

| Fetch DNs [only LDAP v.3) |

[ Anonymous bind

Click Mext to continue.

nehng = x

< Back I Mewt » I Finizh Cancel Help

4 | F |\ Messages
49

Ready. For Help, press F1 |ﬂ | FE S
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» Softerra LDAP Browser (http://www.ldapbrowser.com)

" cn=RKS1,0=¥Massist,c=US ol x|
S Flle Edt Wew Tools Help
ie-a -0 0 G FRB X - o - EE] W2
£Z iy T (objectClass=*) -
=-F Brawser raot Mame | walue | Tvpe Size
El; Michigan [=lobjectclass pErsan test attribuke g
Elf OpenlDAR [=] objectclass ibrm-nativesuthentication text atbribute 24
: af Unizeto CERTUM [=l objectclass posixdocount text atbribute 12
Eﬂ, 24 [=lobjectclass top text atbribute 3
ED cn=LDARSRY ) [=] description Rich Smrcina text atbribute 1z
{21 ou=Idapcarfig .
£ cn=RKS1 [=] telephonenumber 414-491-6001 text atbribute 1z
uidnumber 2000 ket attribute 4
gidrnumber 100 ket attribuke 3
uid rkst ket attribute 4
homedirectory Thomefrks1 text atbribute 10
loginshell Ibin/bash text atbribute a
cn Rich ket attribute 4
cn RKS1 ket attribute 4
sn amrcing ket atkribute 7
@creatorsname cn=LDAPSRY,0=YMassist,c=1U5  operational attribute 26
@createtimestamp 20050711155417.6536302 operational attribute 22
@modifiersname cn=LDAPSRY,0=YMassist,c=1J5  operational attribute 26
@modifytimestamp Z0080711155417 6536302 operational attribute 22
| @subschemasubentry cr=schema operational attribute 9

Fuccessfully connected to 192,168.1,60
Bcherna has been cached. Using cache. ..

-

C | LDAP Synkaxes:  Total: 22 Invalid: 0 Duplicated: O
% attributeTypes:  Total: 1228 Invalid: 0 Duplicated: 0
5 | LDAPObjectClasses:  Total: 321 Inwalid: O Duplicated: 0

MatchingRule:
T atchingRy

4| >|\ Messages

Ready. For Help, press F1

[® anonymous

(& ~

|Schema loaded
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 In /etc/sysconfig/apache2 add to APACHE MODULES=
| dap aut hnz_| dap

* In the Apache configuration

ScriptAlias /hobbit-seccgi/ "/hone/hobbit/cgi-secure/"
Directory "/ home/ hobbit/cgi-secure">

Al l owOverri de None

Opti ons ExecCd I ncl udes

O der all ow, deny

Al low from al |

Aut hType Basi c

Aut hNanme "Hobbit Adm ni stration"

Aut hBasi cProvi der | dap

Aut hzLDAPAut horitative off

Aut hLDAPBI ndDN cn=LDAPSRV, o=VMAssi st , c=US

Aut hLDAPBI ndPasswor d ***xxxxx

Aut hLDAPURL | dap://192.168. 1. 60/ 0=VMAssi st, c=US?ui d?sub NONE

Requi re valid-user
</Directory>

The Apache Software Foundation
T http://www.apache.org/ —
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* SugarCRM is an open source customer resource
management (CRM) package

* |t uses the LAMP (Linux, Apache, MySQL, PHP) software
stack

* Sugar offers an LDAP authentication option
In System Settings

LDAP Authentication Support

Enabk LDAP [+
Server: 192,168,1.50 Example: Idap.example.com
Fort Mumber: 389 Example: 389
Base DN: ou=vm,dc=vmassist,dc=com Example: DC=SugarC AM,DC=com
Bind Attribute: dn For Binding the LDAP User ExamplesAD: userPrincipalName] fopenLDAP: userPrincipalName]
Mac OS X: uid]
_/ Login Attribute: uid For searching for the LDAF User Examples{AD: userFrincipalName] jopenLDAP: dn] [Mac OS X: dnj

cn=admin, ou=vm,dc=vmassist, dc=cUsed to search for the Sugar user. [May need to be fully qualified]
I will bind anonymously if not provided.

Authenticated U ser:

Authenticated Passwaord: bk

Auto Create Users: F if an authenticated user does not exist one will be created in Sugar.

Encryption Key: For SOAF authentication when using LDAF.

- SuUGARCRM. 52
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Eile Edit \iew History Bookmarks Tools Help Eile Edit \iew History Bookmarks Tools Help o
@ - - @ m |ﬁ http://192.168.202.17/sugar/index.php?action=Login&r |v| P] \- @ - - @ m |ﬁ http://192.168.202 .17 /sugar/index.php?module=Home |v| P] \- |Lx]
y ploye q ) -
My Account | Employees | Training | About . . Welcome, rks1 [Logout] My Account  Employees | Training | About . . . . . . E
[ SUGARCRM. [ SUGARCRM.
COMMERCIAL OPEN SOURCE COMMERCIAL OPEN SOURCE
T E—
LTI Dashboard  Calendar | Activities  Emails D i: Contact: A it: C Leads Opportunities = Projects
Last Viewed: none
Welcome to ﬂ Shortcuts Add Sugar Dashlets 9 Hel
SUGARCOMMUNITY EDITION. #=] Create Contact
#] Enter Business Card My Calls 200 JotPad  Doubk click below to Edit Fed b
Please enter your user name and password: #5) Create Account (0-00f0) Welcome to Sugar 5.1!
% Create Lead Close Subject = Duration StartDate = Accept? Click My Account to set your preferences.
User Name rks1 5 Create Opportunity Click the Question Mark icon to access the Help page for each module.
Password: HRERE ¥ Create Case For assistance with getting started, click the Training fink to find out
My Meetings WX ini versi
% Options ,m Report Bug about fraining offered through Sugar University.
Login filg Scheduke Mesting (0-00f0)
5 Schedule Call Close Subject = Duration Start Date = Accept?
fE Create Task
9 Compose Email
My Leads cWx
Server response time: 38.87 seconds. (0-00f0)
© 2004-2008 SugarCAM Inc. The Program i provided AS IS, without warranty. Lizensed under G LY, New Contact My Open Cases STx
This program is free software; you can redistribute it andior medify i under the terms of the Name = Office Phone = Date Created = Y Op
GNU General Public License version 3 as published by the Free Software Foundation including the ackitional permission set forth in the §  First Name: (0-00f0)
SUGARCRM. Number = Subject = Priority = Status =
Last Name: My Accounts Peddvh 4
) ) (0-00f0)
Office Phone: My Top Open Opportunities STIX
Account Name = Phone £ Date Entered =
(0-00f0)
Email:
Opportunity Name = Amount < Expected Close Date o
Assigned fo: *
rksl Select
Save
-
1] [}]
Done Done P
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* LDAP Server keep statistics during it's operation

* An LDAP Search can be used to collect the statistics

| dapsrch -h 127.0.0.1 -s base -b cn=nonitor "(objectclass=*)"

* Monitor stats can also be collected using SMSG
SMSG LDAPSRV DI SPLAY NMONI TOR

» Stats can be reset via SMSG
SVBG LDAPSRV RESET MONI TOR

» Statistics are not available over SNMP
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* Format of the statistics

| dapsrch -h 127.0.0.1 -s base -b cn=nonitor "(objectclass=*)"
cn=noni t or

versi on=z/ VM Version 5 Rel ease 3 | BM LDAP Server

i vet hreads=10
maxconnect i ons=65523
sysmaxconnect i ons=65535
t ot al connecti ons=29
currentconnecti ons=2
maxr eachedconnect i ons=5
opsinitiated=81
opsconpl et ed=80
abandonsr equest ed=4
abandonsconpl et ed=4

nodi fi esrequest ed=0
nodi fi esconpl et ed=0
nodi f ydnsr equest ed=0
nodi f ydnsconpl et ed=0
sear chesr equest ed=31
sear chesconpl et ed=30
unbi ndsr equest ed=21
unbi ndsconpl et ed=21
unknownopsr equest ed=0

addsr equest ed=0 unknowno _
psconpl et ed=0
addsconpl et ed=0 entri essent =17

Y bi ndsr equest ed=25 byt essent =5992
bi ndsconpl et ed=25 sear chr ef er encessent =0

conpar esr equest ed=0 currentti me=Sat Jul 26 02:34:13.340516 2008
conpar esconpl et ed=0 starttine=Sat Jul 26 01:15:05.412192 2008

del et esrequest ed=0 resettine=Sat Jul 26 01:15:05.412192 2008

del et esconpl et ed=0 reset s=0

ext opsr equest ed=0 55
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* Format of the statistics

sneg | dapsrv di splay nonitor
Ready; T=0.01/0.01 21:45: 22
Moni tor Statistics

Server Version: z/ VM Version 5 Rel ease 3 | BM
LDAP Server

Current Time: Sat Jul 26 02:45:22.575461 2008

Start Time: Sat Jul 26 01:15:05.412192 2008

Last Reset Ti ne: Sat Jul 26 01:15:05.412192 2008

Nunber of Resets: 0

Server Totals:

,/ Descri ption Count
Config Max Connecti ons 65523
System Max Connecti ons 65535
Tot al Connecti ons 31
Current Connections 1
MaxReached Connecti ons 5 56
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* Startup
TCP/IP will start it

e Shutdown

SVBG LDAPSRV SHUTDOWN
090822 13:16: 35. 083425 G.D10071 LDAP server is stopping.

090822 13:16: 35. 234857 GL.D60511 No dat abase changes to commit
for LDBM backend nanmed LDBM 0001.

Options Report for Enclave main 08/22/09 8:16:35 AM
Language Environnment VO1 R09. 00

DTCRUN10141 Server ended normally at 08:16:35 on 22 Aug 2009
( Sat ur day)

7 RPI CM50171 USER/ RACF VM Racrout e comruni cati on path has been
t er m nat ed.

* Does not listen to the shutdown signal 57
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* The SMSG interface also provides the following
Auditing Controls
Setting the backends to read only or read-write
Commit changes
Set debugging levels
Display LDAP Server information
Logging control (on/off)
Set normal or maintenance mode
Initialize SSL environment

Reset counters
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* z/VM V5R4.0 TCP/IP Planning and Customization - SC24-6125
« zZINM V5R4.0 TCP/IP LDAP Administration Guide - SC24-6140
* z/VM V5R4.0 TCP/IP User's Guide - SC24-6127
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3" Edition, August 2002, Published by O'Reilly
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Rich Smrcina

VM Assist, Inc.
http://www.vmassist.com
414-491-6001

V 5 rsmrcina@vmassist.com
qssist

Y, Specializing in support of z/VM,
z/VSE and Linux on System z systems
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