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" This session is a companion to 9241
'‘Securing Linux with RACF on z/VM' by Alan Altimark

We will get into more details about the configuration of LDAP
But will not discuss/teach LDAP concepts

" Delivered with z/VM

Currently based on IBM Tivoli Directory Server (ITDS) for z/OS 1.10
ITDS 1.8 with z/VM 5.3
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" Provides
Multiple database backends
Version 2 and 3 client capability
CRAM-MD5, DIGEST-MD5 authentication, Simple authentication
Referrals, aliases, directory information access controls
Change Logging
Client and Server authentication using SSL (V3) and TLS (V1)
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" LDBM Backend

Simplest setup

Can perform authentication and password modification with the
z/NM RACF Security Server

Stores directory information in the Byte File System
Keeps it in memory while the LDAP server is running

" SDBM Backend

Provides more comprehensive interface to the
z/NM RACF Security Server

Allows password and password phrases verified by RACF

y " GDBM Backend

Used for auditing changes to LDAP server
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" TGCP/IP Profile

PORT
389 TCP  LDAPSRV ; LDAP Server
636 TCP  LDAPSRV NOAUTOLOG ; LDAP Server (Secure)

AUTOLOG
LDAPSRV 0

OBEY
LDAPSRV
ENDOBEY

" The sample profile that comes with z/VM already provides
J these statements
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" LDAP parameters in DTCPARMS

- ni ck. LDAPSRV : Type. server : O ass. | dap
- ni ck. | dap : Type. cl ass

: ESM Enabl e.

: ESM _Racr out e.

- ESM Val i dat e.

: M xedcasepar ns.

: Mount .

: Par ns.

" If using the SDBM backend

(or the LDBM backend with RACF), specify YES for
ESM Enable

Other ESM options can then default
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" The mount tag is used to set up the ROQOT file space for
the LDAP server in the BFS

" Use the Parms tag to pass any additional parameters to
the LDAP server
A different configuration file (the default is DS CONF)
Debugging options
Listening URL
Maintenance mode
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" Default values from ''BM DTCPARMS'

:ni ck. | dap

:type. cl ass

: nanme. LDAP daenon

: command. LDAPSRV

cruntine. C

> menory. 128M

. m xedcasepar ns. YES

cnmount. /../VMBFS: VM5YS: ROOT/

/..l VNBFS: VM5YS:

: ESM _Enabl e. NO
: ESM Racr out e. LDAPESM

s 1
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I,
[var/ | dap
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" The LDAP server runs in the LDAPSRYV virtual machine by
default

" A different machine or additional machine(s) can be used

" A few caveats...
Directory Entry
BFS File Space creation and proper BFS permissions
Mount entry for additional server
Parms value to indicate a new listening port




General Configuration #‘l e
SHARE

Technology - Connections - Results

" The LDAP Server uses the Byte File System to store

Message catalog files

Schema databases and other files for the LDBM and GDBM
backends

Locations are tailorable

I Tip: Make sure the SFS file servers come up before
TCP/IP

" The Message catalog files are stored in the ROOT file
space

y, " The Schema databases are stored in the LDAP server
users file space (default LDAPSRYV)

12
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" Two Configuration files

DS CONF — Primary Operational Parameters
DS ENVVARS — Environment Variables

" Copy samples from TCPMAINTs 591 disk to the 198 disk
LDAP-DS SCONFIG ----- > DS CONF
LDAP-DS SAMPENVR -----> DS ENVVARS
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" Tailoring the configuration files
' DS CONF on TCPMAINTSs 198

" A different name can be used
Indicate this with the -f flag on the LDAPSRYV startup PARMS

" Contains four sections
Global section
LDBM section
SDBM section
GDBM section
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" In the Global Section
Set adm nDNto the Distinguished Name of the administrator
adm nDN "cn=Adm n"

Set the administrator password
adm nPW secr et

" In the LDBM Section

Uncomment the dat abase keyword
dat abase LDBM GLDBLD31

Uncomment the suf fi x keyword and change the Distinguished
Name

suffix "ou=vm dc=VMAssi st, dc=coni
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" Tailoring the Environment Variables
" DS ENVVARS on TCPMAINTs 198 disk
" Read only at LDAP server startup time

" The following can be customized

Message logging options
Severity
End of an operation
Microseconds on timestamp
Summary records

Timezone

J Debugging options
Trace output file
Error messages output

Environment variables filename
16
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" Log on to LDAPSRV
" Starts up like any other TCP/IP service on z/VM

DTCRUN1011l Server started at 10:47:17 on 10 Dec 2008 (Wdnesday)
DTCRUN1011l Runni ng server command: LDAPSRV
DTCRUN1011l No paraneters in use
DTCLDP21061 Debug setting: O
DTCLDP21071 Using server configuration file: DS CONF D1
DTCLDP21071 Using environnent variable file: DS ENVWARS D1
DTCLDP21071 Using server nodul e: G.DSRV31 MODULE E2
081210 16:47:18.476413 G.D10031 LDAP server is starting.
081210 16:47:18.480935 G.D10011 LDAP server version 3.18, Service |evel
QA20193, Build date Jun 25 2007, Tinme 23:43:43.
081210 16:47:18.481765 G.D10021 LDAP runtine version 3.18, Service
| evel OA19849, Build date Mar 22 2007, Tinme 23:25:52.

, 081210 16:47:18.873245 GA.D10231 Processing configuration

> file //DD. CONFI G

081210 16:47:19.936295 G.D10241 Configuration file //DD: CONFI G
processed.

Server Configuration
adm nDN: cn=Adm n 17
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adm nDN: cn=Adm n

adm nPW *confi gur ed*

al | owAnonynousBi nds: on

ar mMNanme: GLDSRVR

audit 1: off

comilrhr eads: 10

db2Term nate: recover
dnCacheSi ze: 1000

i dl eConnectionTimeout: O
listen 1. |dap://:389
logfile: /etc/ldap/gldlog.output
maxConnecti ons: 65535

pcl dl eConnectionTi meout: O
pcThreads: 10

schemaPat h: /var/| dap/ schema
schenmaRepl aceByVal ue: on
securitylLabel: off

sendV3Stri ngsOver V2As: UTF-8
server Et her Addr: 402094000001
server Syspl exG oup: undefi ned
sizeLimt: 500
srvStartUpError: termnate
support Krb5: off

-

r...-
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tcpTerm nate: recover
timeLimt: 3600

val i dat el ncom ngV2Strings: on
dat abase LDBM G_DBLD31 LDBM 0001
changelLoggi ngParti ci pant: on
comm t Checkpoi ntEntries: 10000
comm t Checkpoi nt TOD: 00: 00

dat abaseDi rectory: /var/ldap/| dbm
ext endedG oupSear chi ng: off
fileTerm nate: recover
filterCacheBypassLimt: 100
filterCacheSi ze: 5000

krbl dentityMap: off

mul ti Server: off

nati veAut hSubtree: all

nat i veUpdat eAl | owed: off

persi stent Search: off
pwEncrypti on: none

pwCr ypt Conpat: on

readOnly: off

secret Encryption: none

18
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sizeLimt: 500

suffix 1: ou=vm dc=vmassi st, dc=com

timeLimt: 3600

useNati veAut h: off

081210 16:47:24.252327 G.D11911 LDAP server auditing is not avail abl e.
081210 16:47:24.965361 G.D1074W Maxi mum client connections changed from
65535 to 65523.

081210 16:47:25.032070 G.D10041 LDAP server is ready for requests.
081210 16:47:26.090196 G.D10591 Listening for requests on 192.168. 1.50
port 389.

081210 16:47:26.163836 G.D10591 Listening for requests on 192.168.202.1
port 389.

081210 16:47:26.177932 G.D10591 Listening for requests on 127.0.0.1
port 389.
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" Netstat output
VM TCP/ I P Netstat Level 530

Active I Pv4 Transm ssi on Bl ocks:

User Id Conn Local Socket For ei gn Socket State
FTPSERVE 1003 * . FTP-C ok Li sten
| NTCLI EN 1000 *, . TELNET LUk Li sten

| NTCLI EN 1004 192. 168. 1. 50. . TELNET 192. 168.
| NTCLI EN 1007 192. 168. 1. 50. . TELNET 192. 168. 1. 102. . 44514 Est abl i shed
| NTCLI EN 1012 192. 168. 1. 50. . TELNET 192.168. 1. 102. . 50912 Est abl i shed
PERFSVM 1005 *..81 U Li sten

.50..81 192. 168.

.102. .53609 Est abl i shed

e

PERFSVM 1002 192.168.1 1.102..44455 Est abl i shed
PERFSVM 1006 192. 168. 1. 50. . 81 192. 168. 1. 102. . 44456 Est abl i shed
SNMPD ubP 192.168. 1. 50. . 161 o UbP
SNVPD ubP 192. 168. 202. 1. . 161 UK UDP

J SNMPD 1001 *..1024 o Li sten
LDAPSRV 1008 192. 168. 1. 50. . 389 U Li sten
LDAPSRV 1009 192. 168. 202. 1. . 389 o Li sten
LDAPSRV 1010 127.0.0.1..389 U Li sten



LDAP Checkout

pwd

/ var /| dap
#

ls -IR

total O
dr wxr - - - - - 1 | dapsrv system
dr wxr - - - - - 1 I dapsrv system

/1 dbm

total 16

STWF----- 1 I dapsrv system
SrWr----- 1 I dapsrv system

./ schena:
total 424
STWF----- 1 I dapsrv system

45 Dec
37 Dec

216015 Dec

10
10

10
10

10

16: 47 | dbm
18: 45 schenn

16: 16 LDBM 1. db
16: 47 LDBM ckpt

18: 45 schenn. db
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" Issuing LDAP Commands from CMS requires the use of
characters that CP will remove from the command

eg: ", @

" We need to tell CP to not perform line editing when we
issue LDAP commands

CP SET LINEDI T OFF

...0r...

CP TERM NAL ESCAPE OFF (for the double quotes)
CP TERM NAL CHARDEL OFF (for the at sign)
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" Test access to the server

" LDAP utilities are provided for use in CMS

Idapsearch (LDAPSRCH), Idapadd (LDAPADD), Idapmodify
(LDAPMDFY), Idapcompare (LDAPCMPR), Idapdelete (LDAPDLET),
idapmodrdn (LDAPMRDN)

" We will use the LDAPSRCH command

| dapsrch -h 127.0.0.1 -w secret -s base -b "ou=vm dc=VMAssi st, dc=coni

"obj ectcl ass=*"

| dap_search: No such obj ect

| dap_search: additional info: R0O04071 DN ' ou=vm dc=vnassi st, dc=com does not
exi st (1 dbm process_request)

" ...the database is empty
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" The same command from Linux

> | dapsearch -h 192.168.1.50 -x -w secret -s base -b
"ou=vm dc=VMAssi st , dc=conf "objectcl ass=*"
ext ended LDI F

#
#
# LDAPv3

# base <ou=vm dc=vnassi st,dc=con> with scope subtree
# filter: objectclass=*

# requesting: ALL

#

# search result

search: 2

result: 32 No such object

text: R0O04071 DN 'ou=vm dc=vmassi st, dc=conl does not exi st
(1 dbm process_request)

# nunResponses: 1

" ... the database is empty
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" Schema is the definition of objects and their characteristics
eg: the rules that must be followed to form a telephone number

" Required for LDBM backend only
" Link and access TCPMAINTs 591 and 592 disks

| dapmdfy -h 127.0.0.1 -D "cn=Adm n" -w secret -f //USRSCHEM LDI F -u on

| dapmdfy -h 127.0.0.1 -D "cn=Adm n" -w secret -f //IBVSCHEM LDI F -u on

" A single line of output while the command is running
nodi fying entry cn=schena

" No error messages indicate a successful execution
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" Provides the LDAP posixAccount object class
Allows the use of uidnumber, gidnumber, homedirectory, etc

" Described in Security on z/VM redbook
SG24-7471

" Get the schema from
ftp://www.redbooks.ibm.com/redbooks/REDP0221/nisSchema.2.1dif

" Upload file to z/VM
" Modify line 5

From “dn:cn=schema, <suffix>" to “dn:cn=schema”

" Update schema on the LDAP Server

| dapmdfy -h 127.0.0.1 -D cn=Adm n -w secret -f //N SSCHEM LDI F -u on

nodi fying entry cn=schena 06
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" In this simple setup the administrator will be a user called
'Admin’

" Create an LDAP Data Interchange Format file (LDIF)
A sample exists as SAMPSERV LDIF on TCPMAINTSs 591 disk

The first two entries of the file were used as examples in the
following scenario
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" In afile called ADMIN LDIF

dn: ou=vm dc=vmassi st, dc=com
obj ectcl ass: top

obj ectcl ass: organi zati onal Unit
ou: vm

dn: cn=Adm n, ou=vm dc=vnassist, dc=com
obj ectcl ass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Person

cn: LDAP Adm ni strator

sn: Adm ni strator

user Password: secret

File actually contains two entries
One to add the organizational unit (ou=vm, dc=vmassist,dc=com)
The other to add the adminstrator (cn=Admin)

28
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" Use | dapadd to insert the entries into the LDBM database

| dapadd -h 127.0.0.1 -w secret -D "cn=Admn" -f //admn.ldif
addi ng new entry ou=vm dc=vnassi st, dc=com

addi ng new entry cn=Adm n, ou=vm dc=vnassist, dc=com

Ready; T=0.22/0.30 10: 43: 06

" Edit DS CONF to change the adminDN and remove the
adminPW

adm nDN "cn=Adm n, ou=vm dc=VMAssi st, dc=conf
#adm nPW secr et

) " Turn off anonymous binds (optionally)

" Restart the LDAP Server
The new adminDN comes out in the configuration summary
29
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" Use ldapsrch to check on the LDAPSRYV entry just made

| dapsrch -h 127.0.0.1 -D "cn=Adm n, ou=vm dc=vnassi st, dc=com' -w
secret -b "ou=vm dc=vmassi st, dc=conf " (cn=Adm n)"

cn=Adm n, ou=vm dc=vnmassist, dc=com

obj ect cl ass=t op

obj ect cl ass=per son

obj ect cl ass=or gani zat i onal Per son

cn=LDAP Adm ni strat or

cn=Adni n

sn=Adm ni strat or

user passwor d=secr et
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" LDAP provides a way to keep a repository of security
information in a centralized place
Previously this could have been done with NIS

" The LDAP Server running on z/VM

Brings the power and capabilities of RACF to security management
on Linux

LDAP clients (virtual machines or real machines) can authenticate
with RACF

Passwords can be synchronized with z/VM
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" Prerequisite software

openldap2-client, pam-ldap, nss-ldap, +32-bit versions
and yast2-ldap

" While configuring the LDAP client, if the prereq software is
not installed, YaST will perform the install automatically
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" Configure LDAP client with YaST

Here, your machine can
bhe set up as an LDAF
client.

To authenticate your
users with an OpenLDAF
select Use

To deactiwvate LDAF
serwvices, click Do Mot
== LDAF. I you
deactiwvate LDAF, the
current LDAP entry for
passwd in
setoc/nsswitch.conf
Wwill be removed. The
FPAM configuration will

[Find]
[Fetch DHI

[Finish]

walues.

Set the type of LDAF
groups to use. The
cefault wvalue for

[Cancel]
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" Review /etc/Idap.conf

host 192.168. 1. 50

base ou=vm dc=vmassi st, dc=com
| dap_ver si on 3
bi nd_policy soft

bi nddn c¢n=LDAPSRV, o=VMAssI| st , c=US
b| nde *k,kk,k*k k% %%k

pam | ookup_policy yes

pam passwor d crypt

ssl no

nss_map_attribute uni queMenber nenber

pamfilter obj ect cl ass=posi xAccount
tl s _checkpeer no
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" YaST should reconfigure several other files
/etc/nsswitch.conf, /etc/security/, /etc/pam.d/
YaST's modifications needed tweaking

" In /etc/nsswitch.conf

The following entries should be modified
passwd: files |dap
gr oup: files |dap

Remove the lines

passwd _conpat: |dap
gr oup_conpat : | dap

" In /etc/security/pam_unix2.conf

J Remove the | dap values from

aut h:
account :
passwor d:

Leave the lines in place
35
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" In /etc/pam.d/common-auth

Insert

aut h sufficient pam | dap. so
Before

aut h required pam uni x2. so

" In /etc/pam.d/common-account

Insert

account sufficient pam | dap. so
Before

account required pam uni x2. so

—

=
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" In /etc/pam.d/common-password
Insert
password sufficient pam | dap. so
Before
password required pam uni x2. so
" In /etc/pam.d/common-session
Insert
sessi on sufficient pam | dap. so
Before
sessi on required pam uni x2. so
J " These files are included by PAM service configuration files
in the same directory (login, ssh, passwd)
37
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" Create LDIF file to add Linux user to LDBM database

dn: cn=RKS1, ou=vm dc=VMAssi st , dc=US
obj ectcl ass: person

obj ectcl ass: posi xAccount
description: Rich Snrcina

t el ephoneNunber: 414-491-6001
ui dnunber: 2000

gi dnunber: 100

uid: rksil

honmedi rectory: /hone/rksl

| ogi nshel | : /bin/bash

cn: Rich

sn: Snrcina

user Password: secr et

J " Add the entry

| dapadd -h 127.0.0.1 -w secret -D "cn=adm n, ou=vm dc=VMAssi st, dc=US"
-f //rksl.1dif
addi ng new entry cn=RKS1, ou=vm dc=VMAssist, dc=US

38
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rks0@ apt op: ~> tel net 192. 168. 202. 17

Trying 192. 168. 202. 17. ..

Connected to 192.168. 202. 17.

Escape character is '*]".

Wel conme to SUSE Linux Enterprise Server 10 SP2 (s390x) - Kernel
2.6.16.60-0.21-default (1).

sugar login: rksl

Passwor d:

Creating directory '/hone/rksl'.

Creating directory '/honme/rksl/.fonts'.

Creating directory '/honme/rksl/.nozilla'.

Creating directory '/hone/rksl/.xenacs'.

Creating directory '/honme/rksl/ bin'.

Creating directory '/hone/rksl/ Docunents'.

Creating directory '/honme/rksl/public _htm"'.
y rksl@ugar: ~> pwd

/[ home/ rksl

rksl@ugar:~> id

ui d=2000(r ksl) gi d=100(users) groups=100(users)
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rksO@leskt op: ~> ssh rks1@92. 168. 202. 17

Passwor d:

rksl@ugar:~> id

ui d=2000(r ks1) gi d=100(users) groups=100(users)
rksil@ugar: ~> ||

total 12

drwxr-xr-x 2 rksl users 4096 2009-01-05 11:43 bin
drwxr-xr-x 2 rksl users 4096 2009-01-05 11:43 Docunents
drwxr-xr-x 2 rksl users 4096 2009-01-05 11:43 public_htm
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" The vsftpd pam configuration file does not participate in the
'‘common’ configuration that is made available by SUSE

"It will need to be modified manually in order to authenticate
with LDAP

" In /etc/pam.d/vsftpd
Insert
aut h sufficient pam | dap. so

Before
aut h required pam uni x2. so

/ Insert
account sufficient pam | dap. so
Before
account required pam uni x2. so
41
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rksO@aptop: ~> ftp 192. 168. 202. 17
Connected to 192. 168. 202. 17.

220 (vsFTPd 2.0. 4)

Nanme (192.168.202.17:rks0): rksl
331 Pl ease specify the password.
Passwor d:

230 Logi n successful.

Renote systemtype is UN X

Usi ng binary node to transfer files.
ftp> pwd

257 "/ honme/rksl"

Log file entry from FTP login

Jan 5 12:05:33 sugar vsftpd: Mn Jan 5 12:05:33 2009 [pid 18459]
[rksl] OK LO@N. Cient "192.168.1.101"
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" With YaST

SETYETD

EIMyis Erowse the LDAP tree
and Hostname in the LDAP Tree tab.

Edit attributes of the
selected LDAFP object
in the Entry Data tab.

[Help]

[Reload]

| @ shel

[Close]
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" With YaST

&) rksO@sugar:~ - Shell - K

Session Edit View Bookmarks Settings Help

Browse the LDAF trees
in the LOAF Tree tah.

save your changes to
LDAF .

ount, top

[Edit]

oA|| @ shel
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" With YaST2

Browse the LDAP tree in
the LDAP Tree tab.

Use Edit to change the
value of the selected
attribute. Use Save to
save your changes to
LDAP.

LDAP Browser

LDAP Tree | Entry Data

cn=RKS1, ou=vm, dc=vmassist, dc=com

Attribute

description
gidnumber
homedirectory
loginshell
objectclass

sn

uid
uidnumber
userpassword
seealso
gecos-nis

Rich,RK

WValue

Rich Smircina

100

/homefrks1

/binfbash
person,posixAccount.top
smrcina

telephonenumber 414-491-6001

rksl
2000
{SHA }I00OOODOOO0OO00CuwkGO:f?000

Close

SHARE
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" LDAP Browser from LDAPSoft (http://www.ldapsoft.com)

& LDAPSOft - LDAP Browser (=Ja) (%]
File Mavigate SQL Search Export Import Security Options Help ‘
. .
CiNew Conn = Open Connection
E——
WEISIREEN New Connection Close Help
Version: .
Select Connection
Release Datg
Status: Connection Name Hostname Port MNew
ZMVM 152.158.1.50
Connect
Configure
Refresh
Getbtbid Delete
Create 3|
Run a wi3
Server Parameters Security (leave blank for anonymous)
3 Open an|
Invokes Hostname [192-158-1-50 l UserDN: [cn=admin,ou=vm,dc=vmassist,dc=com l
‘/ @ Testconf | | Port:  [389 |[IssL || password (e o000l |
Creates Base DN: [ou=vm,dc=vmassist,dc=coml Save Password
Requires
Test S |
Creates
Requires
[ Connect H Cancel




Browsing the LDAP Directory

Comes in Windows
and Linux flavors

Provides an SQL
interface and LDIF
import and export

A commercial
product is available
that provides editing

-

=1
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] L]
File MNavigate SQL Search Export Import Security Options Help
J FNew Connection (= Open Connection J Gy o J iy J Pir]
J Search: [cn ‘ vl =~ ["‘ ] Find Mow Clear  Max Results: J =2 e
RN EE
- (3 ou=vm,dc=vmassist,dc=col | Attribute Name |value \Size | Type |Required
» 4 creadmin erson ; —
» § cn=richsmrcina objectclass posixAccount 12 ObjectClass Y
j cn=RKS1 objectclass top 3 ObjectClass Y
cn Rich 4 Text Y
cn RKS1 4 Text Y
gidnumber 100 3 Integer Y
homedirectory fhome/rksl 10 Text Y
sn Smrcina 7 Text Y
uid rksl 4 Text Y
uidnumber 2000 4 Integer Y
createtimestamp  20050108165538.353472Z 22 Operational N
creatorsname cn=admin,ou=vm,dc=vmassist.dc=com 33 Operational N
description Rich Smrcina 12 Text N
loginshell /bin/bash 9 Text N
modifiersname cn=admin,ou=vm,dc=vmassist.dc=com 33 Operational M
modifytimestamp 20090108165538.353472Z 22 Operational N
subschemasubentry cn=schema 9 Operational N
telephonenumber 414-451-6001 12 Telephone Nurmr N
userpassword {SHA}EAEEETOuLGO:f7[Ee 25 userPassword N
gecos-nis 0 Text N
seehlso 0 Text N

[4] D

Table View Schema View

1 items selected

i cn=admin,ou=vm,dc=vmassist,d 7:6:21




Password exposure

' Default configuration is to not ppEE rksi
uldnumber 2000

encrypt the password userpassward

" To prevent the viewing of passwrdswhile browsing the
LDAP directory the server provides various ways to encrypt

stored passwords
crypt, MD5, SHA, DES and AES

" In the LDBM section, the pwEncryption option determines
the method used to encrypt the password

pwEncryption SHA

uid rksl
uidnumber 2000

| userpassword {SHA H{IODDOOODOODOOOOOowsGO: 7000
seealso
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" SugarCRM is an open source customer resource
management (CRM) package

" It uses the LAMP (Linux, Apache, MySQL, PHP) software
stack

" Sugar offers an LDAP authentication option
In System Settings

LDAP Authentication Support
Enabk LDAP [+

Server: 192,168,1.50 Example: Idap.example.com
Paort Mumber; 389 Example: 389
Base DN: ou=vm,dc=vmassist,dc=com Example: DC=SugarC AM,DC=com
Bind Attribute: dn For Binding the LDAP User ExamplesAD: userPrincipalName] fopenLDAP: userPrincipalName]
Mac OS X: uid]
_/J Login Attribute: uid For searching for the LDAF User Examples{AD: userFrincipalName] jopenLDAP: dn] [Mac OS X: dnj

cn=admin, ou=vm,dc=vmassist, dc=cUsed to search for the Sugar user. [May need to be fully qualified]
I will bind anonymously if not provided.

Authenticated U ser:

Authenticated Passwaord: bk

Auto Create Users: F if an authenticated user does not exist one will be created in Sugar.

Encryption Key: For SOAF authentication when using LDAF.

- SLUIEARCGRIVI. 49
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SugarCRM

SHA

s - Rasuils

- O X

Eile Edit \iew History Bookmarks Tools Help Eile Edit \iew History Bookmarks Tools Help o
@ - - @ m |ﬁ http://192.168.202.17/sugar/index.php?action=Login&r |v| P] \- @ - - @ m |ﬁ http://192.168.202 .17 /sugar/index.php?module=Home |v| P] \- |Lx]
y ploye q ) -
My Account | Employees | Training | About . . Welcome, rks1 [Logout] My Account  Employees | Training | About . . . . . . E
[ SUGARCRM. [ SUGARCRM.
COMMERCIAL OPEN SOURCE COMMERCIAL OPEN SOURCE
T E—
LTI Dashboard  Calendar | Activities  Emails D i: Contact: A it: C Leads Opportunities = Projects
Last Viewed: none
Welcome to ﬂ Shortcuts Add Sugar Dashlets 9 Hel
SUGARCOMMUNITY EDITION. #=] Create Contact
#] Enter Business Card My Calls 200 JotPad  Doubk click below to Edit Fed b
Please enter your user name and password: #5) Create Account (0-00f0) Welcome to Sugar 5.1!
% Create Lead Close Subject = Duration StartDate = Accept? Click My Account to set your preferences.
User Name rks1 5 Create Opportunity Click the Question Mark icon to access the Help page for each module.
Password: HRERE ¥ Create Case For assistance with getting started, click the Training fink to find out
My Meetings WX ini versi
% Options ,m Report Bug about fraining offered through Sugar University.
Login filg Scheduke Mesting (0-00f0)
5 Schedule Call Close Subject = Duration Start Date = Accept?
fE Create Task
9 Compose Email
My Leads cWx
Server response time: 38.87 seconds. (0-00f0)
© 2004-2008 SugarCAM Inc. The Program i provided AS IS, without warranty. Lizensed under G LY, New Contact My Open Cases STx
This program is free software; you can redistribute it andior medify i under the terms of the Name = Office Phone = Date Created = Y Op
GNU General Public License version 3 as published by the Free Software Foundation including the ackitional permission set forth in the §  First Name: (0-00f0)
SUGARCRM. Number = Subject = Priority = Status =
Last Name: My Accounts Peddvh 4
) ) (0-00f0)
Office Phone: My Top Open Opportunities STIX
Account Name = Phone £ Date Entered =
(0-00f0)
Email:
Opportunity Name = Amount < Expected Close Date o
Assigned fo: *
rksl Select
Save
-
1] [}]
Done Done P
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" An LDAP Client is delivered starting with z/VSE 4.2

" Provides an alternate signon program
Allows userids and passwords up to 64 characters

Lets the LDAP Server control identity management and security
policies for z/VSE

" Sample provided as SKLDCFG

LDAP_SERVERS DC CL256'192.168.202.1:389"

BIND DN DC CL64'cn=admin,ou=vm,dc=vmassist,dc=com'
BIND PWD DC CL64'secret'

USER ATTRIBUTE DC CL64'cn'’

BASE DN DC CL64 'ou=vm,dc=vmassist,dc=com'
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" A mapping file is used to map long userids to short userids

" A utility is provided to populate the mapping file

// EXEC IESLDUMA

ID USER='RKS(O0' PWD='PASS'
ADD LDAPUSER='rsmrcina' TYPE=LDAP DESC='Richard Smrcina' -

VSEUSER='RKS(0' VSEPWD='PASS'
ADD LDAPUSER='richsmrcina' TYPE=LDAP DESC='Richard Smrcina' -

VSEUSER='RKS1' VSEPWD='PASS'
/ * 2] x3270-2 zZvm54a <3> &
File Options

E ICCF OMLIME

IES! Vs
3-2%4 and Other Materials ( Copyright IBM Corp. 2007 and other dates

EEEEEEE
EEEEEEE

EEEEEEE

EEEEEEE

Your terminal is

2=TUTORIAL Y=REMOTE A ICA
1@=MNEW PASSWORD

JfrBg. 1 8187011




Monitoring —

" LDAP Server keep statistics during it's operation

" An LDAP Search can be used to collect the statistics

| dapsrch -h 127.0.0.1 -s base -b cn=nonitor "(objectclass=*)"

" Monitor stats can also be collected using SMSG
SM5G LDAPSRV DI SPLAY MONI TOR

" Stats can be reset via SMSG
SMSG LDAPSRV RESET MONI TOR

" Statistics are not available over SNMP
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Monitoring -

" Format of the statistics

| dapsrch -h 127.0.0.1 -s base -b cn=nonitor "(objectclass=*)"
cn=noni t or

version=z/ VM Version 5 Rel ease 3 | BM LDAP Server

i vet hreads=10

maxconnect i ons=65523 modi f i esr equest ed=0
sysmaxconnecti ons=65535 modi fi esconpl et ed=0
t ot al connecti ons=29 modi f ydnsr equest ed=0
current connecti ons=2 nodi f ydnsconpl et ed=0
maxr eachedconnecti ons=5 searchesrequest ed=31
opsini ti ated=81 sear chesconpl et ed=30
opsconpl et ed=80 unbi ndsr equest ed=21
abandonsr equest ed=4 unbi ndsconpl et ed=21
abandonsconpl et ed=4 unknownopsr equest ed=0
addsr equest ed=0 unknownopsconpl et ed=0
addsconpl et ed=0 entriessent =17
J bi ndsr equest ed=25 byt essent =5992
bi ndsconpl et ed=25 sear chr ef er encessent =0
conpar esr equest ed=0 currenttinme=Sat Jul 26 02:34:13.340516 2008
conpar esconpl et ed=0 starttime=Sat Jul 26 01:15:05.412192 2008
del et esr equest ed=0 resetti me=Sat Jul 26 01:15:05.412192 2008
del et esconpl et ed=0 r eset s=0
ext opsr equest ed=0 54
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" Format of the statistics

snsg | dapsrv display nonitor
Ready; T=0.01/0.01 21:45: 22
Monitor Statistics

Server \ersion: z/ VM Version 5 Rel ease 3 | BM
LDAP Server

Current Time: Sat Jul 26 02:45:22.575461 2008

Start Tine: Sat Jul 26 01:15:05.412192 2008

Last Reset Tine: Sat Jul 26 01:15:05.412192 2008

Nunber of Resets: 0

Server Totals:

J Description Count
Config Max Connecti ons 65523
System Max Connecti ons 65535
Total Connecti ons 31
Current Connections 1
MaxReached Connecti ons 5 35
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" The Hobbit network services monitor can watch LDAP
connections

" Must either
Build with the LDAP capabilities
Use the RPM

" In the hosts definition file

192.168.190.1 vma  # |dap://192.168. 190. 1/ o=VMAssi st, c=US?cn?sub?( cn=RKS1)
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&) green

Eile Edit View History Bookmarks Tools Help
<= - - & (2} [@ hitp://192.168.190.16/hobbit-cgi/bb-hastsy |+ [ k| [l
Administration Help

vima - ldap Sun Aug 03 21:29:10 2008

HISTORY

Sun Aug 3 21:29:08 2008

vma TCP Connection Times Last 48 Hours

[alu B uln] 0g: 00 12: 00 oo: 0o 0E: 00

W ldap i B4AT,3m Ccur) 8 1. 8 0.0 Cmind i 140,0m Cavgl
Updated: 03-Aug-2005 21: 3057




Operating the LDAP Server —

" Startup
TCP/IP will start it

" Shutdown

SMSG LDAPSRV SHUTDOWN
090109 04:13: 33. 833359 G.D1007I LDAP server is stopping.

090109 04:13: 33.983744 A.D60511 No dat abase changes to commt
for LDBM backend nanmed LDBM 0001.

Options Report for Enclave main 01/08/09 10: 13: 34 PM
Language Environnment VO1 R04. 00

(LE runtinme nessages)

DTCRUN1014l Server ended normally at 22:13:40 on 8 Jan 2009
J ( Thur sday)

" Does not listen to the shutdown signal



Operating the LDAP Server -*nl >

SHARE

Technology - Connections - Results

" The SMSG interface also provides the following
Auditing Controls
Setting the backends to read only or read-write
Commit changes
Set debugging levels
Display LDAP Server information
Logging control (on/off)
Set normal or maintenance mode
Initialize SSL environment
Reset counters
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" LDBM backend also works with RACF

Integrate z/VM defined users into the LDAP concept
Password checking based in RACF

" Presented at SHARE 111 in same session
http://www.linuxvm.org/Present/SHARE111/S9156rs.pdf
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Rich Smrcina

VM Assist, Inc.
http://www.vmassist.com
414-491-6001

V%ss i st rsmrcina@vmassist.com

Specializing in support of z/VM,
z/VSE and Linux on System z systems
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