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Agenda

= Linux on System z network device drivers

= Configuration of network devices
— SUSE SLES10

— RedHat RHEL5
— Generic (manual)

= Further networking driver aspects

= Advanced aspects
— Channel Bonding
— VLAN
— Virtual IP Addresses
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Linux for System z Network Device Drivers

= QETH

= LCS

= CTC (stabilized)

= NETIUCV (stabilized)
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System z
z/VM in LPAR LPAR
LINUX 1 LINUX 2 LINUX 3
iucv0 iucv0
10.5.1.1 10.5.1.2
lucv ey Ilucv
ctcO ctcO
10.6.1.1 10.6.1.2
CTC CTC/A CTC
E000,E001 E000,E001
ethO ethl ethO hsiO hsiO ethO
10.1.1.1 10.2.1.1 10.2.1.2 10.3.1.2 10.3.1.3 10.4.1.3
OSA NIC NIC iQDIO iQDIO LCS
A000-A002 B000-B002 B003-B005 C000-C002 C003-C005 D000-D001
GuestLAN (Type QDIO)
10.2.0.0
HiperSockets
10.3.0.0
OSA LCS Card
Express
LAN LAN
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Linux 2.6 Device Model — System z Examples

/Syzl K Block Devices:
l T dasda DASD, RAM-Disk, Minidisk
| 1... SCSI, Loopback
| - - bus
| | --ccw
: : Cf_“?ggﬁ!“ces CCW Group Devices:
| | | --0.0.a000 QETH, LCS
| | | --drivers
| | |--lcs Example: a QETH device
| | | --qgeth
| | | --0.0.a000
| | --css
| --cl ass
| | - - net _
| | - -ethO . de\j\Ge
| | - - devi ce 'O ano
| - - devi ces q Way®
| --geth Wa®
| --0.0.a000
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LCS Device Driver

= LCS — LAN Channel Station

= Supports:
— OSA Express(2) (in non-QDIO mode)
 Fast Ethernet
- 1000Base-T Ethernet
» HighSpeed TokenRing (<= z990)
* ATM (running Ethernet LAN Emulation) (<= z990)

= May be preferred instead of QETH for security reasons

— Administrator defines OSA Address Table, whereas with QETH each
Linux registers its own IP address --> restricted access

But: performance is inferior to QETH's performance!
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Message to CTC and IUCV users

= CTC = Channel-to-Channel connection
= [UCV = Inter User Communication Vehicle

= CTC and NETIUCYV device drivers are deprecated (LINUX
2.6+)

= Device drivers still available for backward compatibility

= Migrate

— Virtual CTC and IUCV (under z/VM) to guest LAN HiperSockets
or guest LAN type QDIO

— CTC inside a CEC to Hipersockets
— CTC to OSA-Express (QDIO)
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QETH Device Driver

= Supports:

— OSA Express(2)
- Fast/Giga/10GBit Ethernet
- 1000Base-T Ethernet
* HighSpeed TokenRing (<= z990)
* ATM (running Ethernet LAN Emulation) (<= z990)
— System Z HiperSockets
— zIVM
* GuestLAN Type QDIO (layer2 / layer3), Type Hiper
+ zZIWVM VSWITCH (layer2 / layer3)

= IPv4, IPv6, VLAN, VIPA, Proxy ARP, IP Address Takeover, Channel Bonding

Primary network driver for Linux on System z

Main focus in current and future development
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Primary Network Device: OSA Express

= 'Integrated Power computer' with network daughter card
Shared between up to 640 / 1920 TCP/IP stacks

OSA Address Table: which OS image has which IP address
Three devices (/O subchannels) per stack:

— Read device (control data <-- OSA)
— Write device (control data --> OSA)
— Data device (network traffic)

Network traffic Linux <--> OSA
at IP (layer3) or ethernet (layer2) level

One MAC address for all stacks (layer 3)

= OSA handles ARP (layer 3)
(Address Resolution Protocol)
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Session: ¢

NIC

MAC:
00: 06: 29: 55: 2A: 09

10.11.1.1 z/CS
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SUSE SLES 10 Network Configuration

-~

SuSE

Hardware devices -w—p Logical interfaces

Configuration files:

4

| et ¢/ sysconfi g/ har dwar e / et ¢/ sysconfi g/ net wor k

y f

1:1 relationship

Naming convention:
hw/ i f cf g- <devi ce type>-bus-<bus type>-<bus | ocati on>
e.g. hwef g- get h- bus-ccw 0. 0. a000
| f cf g- get h-bus-ccw 0. 0. a000
Scripts: hwup / hwdown and ifup / ifdown

see /etc/sysconfi g/ hardware/skel/hwfg-<device type>
[ usr/ shar e/ doc/ packages/ sysconfi g/ READVME and README. s390

12 | Session: 9267 © 2008 IBM Corporation




SHARE in San Jose, August 10-15, 2008

Networking Example

System z
=/ I\1

LINUX 1 LINUX 2

ethoO ethl ethoO
10.1.1.1 10.2.1.1 10.2.1.2

OSA NIC NIC
A000-A002 B000-B002 B003-B005

GuestLAN (Type QDIO)
10.2.0.0

OSA
Express
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Static QETH Device Setup (SUSE SLES10)

For LINUX 1 ethO
1. Create a hardware device configuration file:

/ et c/ sysconfi g/ har dwar e/ hwef g- get h- bus- ccw 0. 0. a000:
CCW CHAN | DS=' 0. 0. a000 0. 0. a001 0. 0. a002'
CCW CHAN_ MODE=" OSAPCRT'

CCW CHAN_ NUME" 3

MODULE=" get h'

MODULE_ OPTI ONS=""

MODULE UNLQOAD=' yes'

SCRI PTDOMWN=" hwdown- ccw

SCRI PTUP=" hwup- ccw

SCRI PTUP_ccw=" hwup- ccw

SCRI PTUP_ccwgr oup=" hwup- get h'
STARTMODE=" aut o'

(ETH _LAYER2 SUPPCRT=' 0’
QETH_OPTI ONS=' checksumm ng=hw_checksunm ng’
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Static QETH Device Setup (SUSE SLES10) (cont.)
= CCW CHAN | DS are Read, Write, Data subchannels

— Hexadecimal characters must be lowercase

= STARTMODE ‘auto’ --> started by hotplug agents
'manual’ --> manual startup

= QETH _OPTI ONS allows to set optional attributes

e.g.
(ETH _OPTI ONS=' checksumm ng=hw _checksumm ng'

= A sample hwcfg-file for QETH can be found at
| et ¢/ sysconfi g/ har dwar e/ skel / hwcf g- get h
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Static QETH Device Setup (SUSE SLES10) (cont.)

2. Create an interface configuration file:

[ etc/sysconfi g/ network/ifcfg-qgeth-bus-ccw 0.0.a000
BOOTPROTO="' st ati c'
BROADCAST="' 10. 1. 255. 255"
| PADDR=' 10.1.1. 1"
NETMASK=' 255. 255. 0. O'
NETWORK=" 10. 1. 0. 0°
STARTMODE=' onboot"

Explanations are found in

[ etc/sysconfig/network/ifcfg.tenpl ate
3. Before reboot: test your config files:

#> hwup get h- bus-ccw 0. 0. a000
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RedHat RHELS Network Configuration

e Configuration files:
/ et ¢/ nodpr obe. conf

ali1as ethO geth
allas ethl geth 9
alias hsi 0O geth
alias eth2 Ics redhat

[ et c/ sysconfi g/ network-scripts/ifcfg-<ifnane>

NETTYPE geth | lcs | ctc | Tucv
TYPE Ethernet | CIC | |UCV
SUBCHANNELS 0. 0. b003, 0. 0. b004, 0. 0. b005
PORTNAME

CPTI ONS

VACADDR

e | fup/ifdown scripts contain mainframe-specifics
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Static QETH Device Setup (RedHat RHELS)

For LINUX 1 ethO
1. Create the configuration file:

[ etc/ sysconfi g/ network-scripts/ifcfg-ethO:
DEVI CE=et h0O
SUBCHANNEL S=' 0. 0. a000, 0. 0. a001, 0. 0. a002'
PORTNAVE=0OSAPCRT
NETTYPE=get h
TYPE=Et her net
BOOTPROTO=st at i c
ONBOOT=yes
BROADCAST=10. 1. 255. 255
| PADDR=10.1.1.1

NETMASK=255. 255. 0. 0
OPTI ONS=' checksunm ng=hw_checksunmi ng'_
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Static QETH Device Setup (RedHat RHELS) (cont.)

2. Add / verify alias in /etc/modprobe.contf:
/ et ¢/ nodpr obe. conf :

éiias et hO geth

3. For details see:

http://www.redhat.com/docs/manuals/enterprise/
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Networking Example

Srystem z
=2/ I\1
LINUX 1 LINUX 2
u VMTCPIP

ethO ethl

10.1.1.1 10.2.1.1 10.2.1.2

AOS:)S:OOZ Boozlgooz e NIC O

GuestLAN (Type QDIO)
10.2.0.0 MY_VS
OSA OSA
Express Express

LAN
LAN 10.2.0.0

© 2008 P 41 Corporation




SHARE in San Jose, August 10-15, 2008

Dynamic QETH Device Setup

For LINUX 2 ethO

1. In your z/VM console (if not already defined in user directory) do

1.1. Create a GuestLAN or VSWITCH
| #CP DEFI NE LAN MY _LAN TYPE QDI O ]

#CP DEFI NE VSW TCH MY_VS RDEV (001 CONTRCOLLER * | P

#CP SET VSW TCH MY_VS GRANT LI NUX2

1.2. Create a virtual NIC
#CP DEFI NE NI C BO0O3 TYPE (DI O

1.3. Couple virtual NIC to GuestLAN/VSWITCH

#CP COUPLE BO0O3 TO * MY_VS
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Dynamic QETH Device Setup (cont.)

2. Load the QETH device driver module:
#> nodpr obe geth

3. Create a new QETH device by grouping its CCW devices:
#> echo 0. 0. b003, 0. 0. b004, 0. 0. bO05 > /sys/ bus/ ccwgr oup/
drivers/geth/group

4. Set optional attributes:

#> echo 64 > /sys/bus/ccwgroup/drivers/qgeth/0.0.b003/
buf f er _count

#> echo 1 > /sys/devices/geth/0.0.b003/fake ||

Note the alternative ways to your device
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Dynamic QETH Device Setup (cont.)

5. Set the new device online:
#> echo 1 > /sys/devices/geth/0.0.b003/online

6. Check your QETH devices:
#> | sgeth -p

devi ces CHPI D interface cardtype
0. 0.c000/0.0.c001/0.0.c002 xCO hsi O H per Socket s
0. 0. b003/ 0. 0. b004/ 0. 0. bOO5 x01 et hO Quest LAN QDI O

/. Configure your new ethQ interface:

#> ifconfig ethO 10.2.1.2 netmask 255.255.0.0
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QETH Device sysfs Attribute fake ||

= Build fake ethernet headers before handing packets to the network
stack.

= Required by some network applications, e.g. DHCP or TCPDUMP
(for layer3 devices only)

fake |1=1
IP Header: IP Header IP Header
src. IP addr
dest. IP addr
Payload
> Application
——Network —
Express Driver 4

| Linux

Session: 9267 ation
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QETH Device sysfs Attribute large_send

= Offload TCP segmentation from Linux network stack to OSA-card
QETH _OPTI ONS=' | arge_send=TSO or

#> echo TSO > /sys/ devices/ geth/ 0. 0. bOO4/I arge_send

= Offload TCP segmentation from Linux network stack to device driver
QETH _OPTI ONS=' | ar ge_send=EDDF' or

#> echo EDDP >
/ sys/ devi ces/ get h/ 0. 0. bO0O4/ | arge_send

Linux TCP stack QETH device driver OSA Express card

TCP frame up to 64 kbytes MTU sized MTU sized MTU sized
TSO ° G TCP frame TCP frame TCP frame

y
\ 4

MTU sized MTU sized MTU sized
E D D P TCP frame up to 64 kbytes TCP frame TCP frame TCP frame

= ===> performance advantage with large outgoing packets
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QETH Device sysfs Attribute checksumming

= additional redundancy check to protect data integrity

= Offload checksumming for incoming IP packages from Linux
network stack to OSA-card
QETH_OPTI ONS=' checksumm ng=hw _checksumm ng' or

#> echo hw checksumm ng >
/ sys/ devi ces/ get h/ 0. 0. b004/ checksunm ng

= ===> move workload from Linux to OSA-Express adapter
= Available for OSA-devices in layer3 mode only

recover

+ enforce recovery of a geth device

#> echo 1 > /sys/devi ces/ geth/0.0.b004/ recover
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QETH Device sysfs Atiribute buffer_count

= The number of allocated buffers for inbound
QDIO traffic --> Memory usage.

Per QETH card memory usage:
— M§m°"y control data structures:  ~ 200 KB
eiemen
. ' memory for one buffer: 64 KB
element 1 ﬁ\ﬂ Memory y
Page
Storage Block ) buf fer count = 8 -->~ 712 KB
Address List M:mory
oloment 14 /V @K Memory buffer count = 128 -->~84MB
element 15 Page
+\> (4 Kbyte)
0 1 2 3 . 124 | 125 | 126 | 127
8 buffers 16 buffers (default, recommended) 128 buffers
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QETH Layer 2 mode

+ OSA works with MAC addresses ==>no longer stripped from packets.

OSA ADDRESS TABLE
MAC Addr

00:06:29:55:2A:01
IP Packet 00:06:29:55:2A:02
MAC 00:02:02:02:02:02
P > 00:06:29:55:2A:09 00:06:29:55:2A:03

* hwcfg-qeth... file (SLES10) : QETH LAYER2 SUPPORT=1

s ifcfg-geth... file (SLES10): LLADDR=" <MAC Addr ess>'

s ifcfg-... file (RHELYS): MACADDR=" <MAC Addr ess>'
OPTI ONS=' | ayer 2=1"

@ Direct attached OSA:

MAC address must be defined with ifconfig manually

| fconfig ethO hw et her 00:06: 29: 55: 2A: 01
sHiperSocket: new layer2 support starting with z10

MAC address automatically generated
@ VSWITCH or GuestLAN under z/VM: MAC address created by z/VM
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QETH Layer 2 mode (cont. )

| sys ¢ activating Layer 2 is done
| --devi ces per device via sysfs attributes

| --qgeth

| --0.0. <devno> ¢ possible layer2 values:

- (0: use device in Layer 3 mode
|--layer2 = 1. use device in Layer 2 mode

s setting of layer2 attribute is only permitted when device is offline !

sAdvantages:
» Independent of IP-protocol
s DHCP, tcpdump working without option fake |l
= channel bonding possible
s No OSA-specific setup necessary for
» Routing, IP Address Takeover, Proxy ARP
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QETH Layer 2 mode (cont.)

* Direct attached OSA
@ Restrictions:
= Older OSA-generation (<= z990):
Layer2 and Layer3 traffic can be transmitted over the same OSA
CHPID, but not between two hosts sharing the same CHPID !

sHiperSocket (new with z10)
» Layer2 and Layer3 traffic separated

aGuestLAN type QDIO supported
GuestLAN definition for layer2:
define lan <l annane> ... type QD O ETHERNET
define nic <vdev> QD O
coupl e <vdev> <owneri d> <| annane>

* VSWITCH
define vswtch <vswnane> ... ETHERNET ...
define nic <vdev> QD O

coupl e <vdev> <owneri d> <l annane>
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Commands / tools for geth-driven devices
= List of known geth devices: cat /proc/qeth or Isqeth -p

#> cat /proc/geth

devi ces CHPID interface cardtype port chksum
0. 0. a000/ 0. 0. a001/ 0. 0. a002 xA0 ethO OSD 1000 0 Sw
0. 0. bO00O/ 0. 0. b001/ 0. 0. b0O02 xBO hsi O Hi per Sockets 0O SW

= Attributes of geth device: Isqgeth or Isqgeth <interface>

#> | sgeth et hO

Devi ce nane - et hO
card_type . OSD 1000
cdevO . 0.0.f5f0 :
cdevl . 0.0.f5f1 _ Clip of
cdev2 © 0.0.f5f2 displayed attributes only
chpi d - 76
onli ne -1
checksunm ng . sw checksunmm ng
state . UP (LAN ONLI NE)
buf f er _count . 16
| ayer 2 0

31 | Session: 9267 © 2008 IBM Corporation




SHARE in San Jose, August 10-15, 2008

Channel Bonding

¢ The Linux bonding driver provides a method
System z for aggregating multiple network interfaces

into a single logical "bonded" interface

bond0
10.1.11

A000-A002

¢ provides failover and / or load-balancing functionality
¢ better performance depending on bonding mode

¢ transparent for LAN infrastructure

¢ applies to layer2-devices only
¢ latest setup description:

http://sourceforge.net/projects/bonding/

OSA
B000-B002

OSA
Express
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Channel bonding setup

¢ Add MAC address to ethO & eth1 (not necessary for GuestLAN or Vswitch)

#> i fconfig ethO hw et her 00:06: 29: 55: 2A: 01
#> ifconfig ethl hw et her 00:05:27:54:21: 04

¢ Load bonding module with miimon option
(otherwise bonding will not detect link failures)

#> nodpr obe bondi ng m i non=100 node=bal ance-rr
¢ Bring up bonding device bond0

#> i fconfig bond0 10.1.1.1 netmask 255. 255. 255.0
¢ connect eth0 & eth1 to bond0

#> | fensl ave bondO et hO
#> | fensl ave bondO et hl
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Channel bonding setup (SLES10 — config files)

¢ interface configuration file for a slave
/ et c/ sysconfi g/ network/ifcfg-qgeth-bus-ccw 0.0.a000
BOOTPROTO=' st ati c'
| PADDR=""
SLAVE=' yes'
STARTMCDE=" onboot"

e interface configuration file for a master
/ etc/sysconfi g/ network/ifcfg-bondO

BOOTPROTO=" st ati c'
BROADCAST=" 10. 1. 255. 255'
| PADDR=' 10. 1. 1. 1'
NETMASK=' 255. 255. 0. 0'
NETWORK='10. 1. 0. 0'
STARTMODE=' onboot '

BONDI NG_MASTER=' yes'

BONDI NG MODULE_OPTS=' nobde=1 m i non=1"
BONDI NG_SLAVEO=' get h- bus- ccw 0. 0. a000'
BONDI NG_SLAVE1=' get h- bus- ccw 0. 0. b0OOO'
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#> ifconfig
bondO Li nk encap: Et hernet Hwaddr 00: 06: 29: 55: 2A: 01
I net addr:10.1.1.1 Bcast: 10.255. 255. 255 ...

et hO Li nk encap: Et hernet HwWaddr 00: 06: 29: 55: 2A: 01
UP BROADCAST RUNNI NG SLAVE MULTI CAST Mru: 1500. . .

et hl Li nk encap: Et hernet HWaddr 00: 06: 29: 55: 2A: 01
UP BROADCAST RUNNI NG SLAVE MULTI CAST MIuU: 1500 ...

#> cat /proc/net/bondi ng/ bondO

Bondi ng Mode: | oad bal anci ng (round-r obi n)
M| Status: up
M1 Polling Interval (nms): 100

Sl ave Interface: ethO
M| Status: up
Per manent HW addr: 00: 06: 29: 55: 2A: 01

Sl ave Interface: ethl
M| Status: up
Per manent HW addr: 00: 05: 27:54:21: 04
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Virtual LAN (VLAN) support

*® Risk of big switched LANSs: flooded with broadcast traffic
* Devide LANSs logically into subnets

===> fewer waste of bandwidth
e |IEEE Standard 802.1Q

(s) Server

. ‘ SWitL
° é @

Session: 920%
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Virtual LAN (VLAN) support (cont.)

37

= Setup:

| fconfig ethl 9.164. 160. 23 net mask 255. 255. 224. 0

vconfig add ethl 3
| fconfig ethl.3 1.2.3.4 netnmask 255.255.0.0

= Displaying info:

cat /proc/net/vlan/config

VLAN Dev nane | VLAN I D
Nane- Type: VLAN NAME TYPE RAW PLUS VI D NO PAD
ethl. 3 | 3 | ethl

= Implemented:
VLAN tag, added to packets transmitted

= Supported by:
real OSA-card, HiperSockets, z/VM Guest LAN, z/VM VSWITCH
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Virtual IP Addresses

zSeries

Linux Application Server

Application Server
"appservd"

'10.2.1.1¢ :10.3.1.1:

______ _‘______J L______‘______J

OSA OSA
A000-A002 B000-B00O

o OSA
s Express

A

Session: 9267

= Minimize outage due to adapter or
network failure

= Bind server applications to
system-wide virtual IP addresses
(instead of adapter specific addresses)

= Server can be reached via different

routes
- (OSA ADDR. TABLE - | ayer3
T | P Addr | mage Fl ags

1.1.1 LINUX1 vipa
10.3.1.1 LI NUX1

10.3.0.0 <T ==
AN
Router
LAN Client
10.2.0.0

© 2008 IBM Corporation




SHARE in San Jose, August 10-15, 2008

Virtual IP Address Setup

1. Create a virtual interface and assign the VIPA

using a dummy interface:
#> nodpr obe dunmy
#> ifconfig dummyO 10.1.1.1 net mask 255.255.0.0

or using an interface alias:
#> ifconfig ethO:1 10.1.1.1 net mask 255.255.0.0

2. Layer3 only: register virtual IP address with physical devices:

#> echo 10.1.1.1 > /sys/cl ass/ net/ethO/devi ce/vi pa/ add4
#> echo 10.1.1.1 > /sys/cl ass/ net/ethl/device/vi pa/ add4

3. On the router add a route to the routing table:

#> route add -host 10.1.1.1 gw 10.2.1.1 if LAN1 works
#> route add -host 10.1.1.1 gw 10.3.1.1 if LAN2 works

or, better, configure the routes with a dynamic routing daemon
.g. quagga: http://quagga.net).
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Interface Device Interface/Link Model / Used for
Name Driver Type Submodel

geth 1731/01 OSA-card / type OSD
eth<x> Ics Ethernet 3088/01 P390-LCS-card
Ics 3088/60 OSA-card / type OSE
hsi<x> geth Ethernet 1731/05 HiperSockets / type IQD
geth 1731/01 OSA-card / type OSD
tr<x> Ics Token Ring 3088/01 P390-LCS-card
Ics 3088/60 OSA-card / type OSE
osn<x> geth SNA<->Ethernet 1731/06 OSA-card / type OSN
3088/08 | Channel-To-Channel adapter
: : 3088/1e FICON adapter
ctcx> ctc Point-to-Point 3088/1f ESCON adapter
virtual VM-guest communication
lucv<x> | netiucv Point-to-Point virtual VM-guest communication

40 | Session: 9267 ©2008 IBM Corporation




SHARE in San Jose, August 10-15, 2008

QETH
: GuestLAN |GuestLAN LCS CTC lUCV
OSA HiperSockets QDIO Hiper
Adapters 100 Mbps, 100 Mbps, ESCON,
1Gbps, 1000 Base-T, [FICON,
1000 Base-T, HSTR Virtual CTC/A
HSTR
Connection . . _ .
type LAN LAN LAN LAN LAN point-to-point | point-to-point
Layer
Layer2 /3 Layer2 /3 Layer2/3 | Layer3 Layer3
Protocols IPv4, IPv6 |Pv4, Ipv6 IPv4, IPv6 |Pv4 |Pv4 |Pv4 |Pv4
Remarks restricted Deprecated  |Deprecated
access (admin
Primary network device driver for defines OSA
Linux on System z Address Table)
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