Providing quality systems
support since 1986 SHARE

Technology - Connections - Results

Configuring LDAP
on z/VM and Linux

Rich Smrcina
VM Assist

Session 9156
August 13, 2008



-

Presentation Materials —
SHARE

Technology - Connections - Results

" SHARE Proceedings

" http://www.vmassist.com/share111_9156.pdf




Agenda g

" Background

" General Configuration
" LDAP Startup

" LDAP Checkout

Setting up Linux on System z to work/play in this environment
Load Schemas
Setup Admin Access
Using z/VM LDAP with Linux
Browsing the LDAP Directory

" Other software
J
Apache
Browsing/Editing Tools
Monitoring

" References S



ﬂ...-

Background —
H

*l.n

" This session is a companion to 9241
'Securing Linux with RACF on z/VM' by Alan Altmark

We will get into more details about the configuration of LDAP
But will not discuss/teach LDAP concepts

" Starting with z/VM 5.3 an LDAP Server is delivered
Adapted from IBM Tivoli Directory Server for z/OS, on z/OS 1.8

" Provides
Multiple database backends
Version 2 and 3 client capability
CRAM-MD5, DIGEST-MD5 authentication, Simple authentication
Referrals, aliases, directory information access controls
Change Logging
Client and Server authentication using SSL (V3) and TLS (V1)
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" LDBM Backend

Simplest setup

Performs authentication and password modification with the
z/NM RACF Security Server

Stores directory information in the Byte File System
Keeps it in memory while the LDAP server is running

" SDBM Backend

Provides more comprehensive interface to the
z/NM RACF Security Server

Allows password phrases up to 100 characters

" GDBM Backend

Used for auditing changes to LDAP server
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" TGCP/IP Profile

PORT
389 TCP  LDAPSRV ; LDAP Server
636 TCP  LDAPSRV NOAUTOLOG ; LDAP Server (Secure)

AUTOLOG
LDAPSRV 0

OBEY
LDAPSRV
ENDOBEY

" The sample profile that comes with z/VM 5.3 already
J provides these statements
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" LDAP parameters in DTCPARMS

- ni ck. LDAPSRV : Type. server : O ass. | dap
- ni ck. | dap : Type. cl ass

: ESM Enabl e.

: ESM _Racr out e.

- ESM Val i dat e.

: M xedcasepar ns.

: Mount .

: Par ns.

" If using the SDBM backend, specify YES for ESM_Enable
Other ESM options can then default

" ESM_Racroute and ESM_Validate will need to be changed
iIf using a different External Security Manager
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" The mount tag is used to set up the ROQOT file space for
the LDAP server in the BFS

" Use the Parms tag to pass any additional parameters to
the LDAP server
A different configuration file (the default is DS CONF)
Debugging options
Listening URL
Maintenance mode




General Configuration

" Default values from ''BM DTCPARMS'

:ni ck. | dap

:type. cl ass

: nanme. LDAP daenon

: command. LDAPSRV

cruntine. C

> menory. 128M

. m xedcasepar ns. YES

cnmount. /../VMBFS: VM5YS: ROOT/

/..l VNBFS: VM5YS:

: ESM _Enabl e. NO
: ESM Racr out e. LDAPESM

s 1
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I,
[var/ | dap
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" The LDAP server runs in the LDAPSRYV virtual machine by
default

" A different machine or additional machine(s) can be used

" A few caveats...
Directory Entry
BFS File Space creation and proper BFS permissions
Mount entry for additional server
Parms value to indicate a new listening port
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" The LDAP Server uses the Byte File System to store

Message catalog files

Schema databases and other files for the LDBM and GDBM
backends

Locations are tailorable

I Tip: Make sure the SFS file servers come up before
TCP/IP

" The Message catalog files are stored in the ROOT file
space

y, " The Schema databases are stored in the LDAP server
users file space (default LDAPSRYV)

11
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" Two Configuration files

DS CONF — Primary Operational Parameters
DS ENVVARS — Environment Variables

" Copy samples from TCPMAINTs 591 disk to the 198 disk
LDAP-DS SCONFIG ----- > DS CONF
LDAP-DS SAMPENVR -----> DS ENVVARS
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" Tailoring the configuration files
' DS CONF on TCPMAINTSs 198

" A different name can be used
Indicate this with the -f flag on the LDAPSRYV startup PARMS

" Contains four sections
Global section
LDBM section
SDBM section
GDBM section
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" In the Global Section
Set adm nDNto the Distinguished Name of the administrator
adm nDN "cn=Adm n"

Set the adm nPW
" In the LDBM Section

Uncomment the dat abase keyword
dat abase LDBM GLDBLD31

Uncomment the suf f i x keyword and change the Distinguished
Name

suffix "o=VMAssi st, c=US"
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" Tailoring the Environment Variables
" DS ENVVARS on TCPMAINTs 198 disk
" Read only at LDAP server startup time

" The following can be customized

Message logging options
Severity
End of an operation
Microseconds on timestamp
Summary records

Timezone

J Debugging options
Trace output file
Error messages output

Environment variables filename
15
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" Log on to LDAPSRV
" Starts up like any other TCP/IP service on z/VM

DTCRUN1011l Server started at 10:00: 37 on 17 Jun 2008 (Tuesday)
DTCRUN1011l Runni ng " LDAPSRV"
DTCLDP21061 Debug setting: O
DTCLDP21071 Using server configuration file: DS CONF D1
DTCLDP21071 Using environnment variable file: DS ENVWARS D1
DTCLDP21071 Using server nodule: G.DSRV31 MODULE E2
080617 15:00:41.662708 GA.D10031 LDAP server is starting.
080617 15:00:41.667573 G.D10011 LDAP server version 3.18, Service |evel
OA19849, Build date Mar 22 2007, Tinme 22:58:27.
080617 15:00:41.671714 @G.D10021 LDAP runtime version 3.18, Service
| evel QA19849, Build date Mar 22 2007, Time 23:25:52.
080617 15:00:42.123599 G.D10231 Processing configuration
, file //DD. CONFI G

> 080617 15:00:42.186911 G.D10241 Configuration file //DD: CONFI G
processed.
Server Configuration
adm nDN: cn=Adm n
adm nPW *confi gured*
al | owAnonynousBi nds: on 16
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: tcpTerm nate: recover
ar mNanme: GLDSRVR . Co
audit 1: off timeLimt: 3600

val i dat el ncom ngV2Strings: on

conmirhr eads: 10 dat abase LDBM GLDBLD31 LDBM 0001

db2Term nat e: recover

heSi ze: 1 changeLoggingParticipant: on
?gfggoﬁﬁgi?iongggeout' 0 comm t Checkpoi nt Entri es: 10000
listen 1 Idap'//'389. comm t Checkpoi nt TOD: 00: 00
logfile: /etc/ldapl/gldl og. output dat abaseDirectory: /var/| dap/| dbm
nmaxConnections: 65535 ext endedG oupSear chi ng: off
- , fileTerm nate: recover
Bg#ﬂiz;ﬁgpeiglonTlneout. 0 filterCacheBypassLimt: 100

filterCacheSi ze: 5000

schemaPat h: /var/| dap/ schema kr bl denti t yMap: of f

schemaRepl aceByVal ue: on

securityLabel: off nuIF|Server: of f _
sendV3Stri ngsOver V2As: UTF-8 nat!veAuthSubtree. ?”
server Et her Addr: 402094000001 nativeUpdat eAl | owed: on
server Syspl exG oup: undefi ned per3|stenFSearch. of f
sizelLimt: 500 pweEncr ypti on: none

/ srvStartUpError: termnate pwCr ypt Conpat - on
support Krb5: off readonly: off

secret Encryption: none
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sizeLimt: 500

suffix 1: o=VMAssist, c=US

tinmeLimt: 3600

useNati veAut h: off

080617 15:00:58.233324 G.D11911 LDAP server auditing is not avail abl e.
080617 15:01:02.186225 G.D1074W Maxi mum cli ent connections changed from
65535 to 65523.

080617 15:01:02.229484 G.D10041 LDAP server is ready for requests.
080617 15:01:03.491447 A.D10591 Listening for requests on 192.168. 1. 60
port 389.

080617 15:01:03. 552522 G.D10591 Listening for requests on 192. 168.190.1
port 389.

080617 15:01: 03. 564893 G.D10591 Listening for requests on 127.0.0.1
port 389.




LDAP

Checkout

" Netstat output

VM TCP/ I P Netstat Level 530

Active | Pv4

Transm ssi on Bl ocks:

User Id Conn Local Socket

FTPSERVE
I NTCLI EN
| NTCLI EN
| NTCLI EN
L DAPSRV
L DAPSRV
L DAPSRV

Active | Pvb

1000 *..FTP-C

1003 * .. TELNET

1004 192. 168. 1. 60. . TELNET
1006 192. 168. 1. 60. . TELNET
1001 192. 168. 1. 60. . 389
1002 192. 168. 190. 1. . 389
1005 127.0.0.1..389

Transm ssi on Bl ocks: None

For ei gn Socket

192
192
*-
*-

*

.168. 1. 101. .
.168. 1. 101. .

*
*

*
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Li sten

Li sten
46604 Est abl i shed
46607 Est abl i shed

Li sten

Li sten

Li sten
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pwd
/ var /| dap
$
ls -1
total O
1 I dapsrv system 0O Jun 17 15:04 | dbm
dr wxr - - - - - 1 I dapsrv system 0O Jun 17 15:00 schenn

s -1 1 dbm

total 16

dapsrv system 32 Jun 17 15:00 LDBM 1. db
dapsrv system 24 Jun 17 15:04 LDBM ckpt

|s -1 schema
total 56
ST Wr----- 1 I dapsrv system 25832 Jun 17 15: 00 schema. db
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" Issuing LDAP Commands from CMS requires the use of
characters that CP will remove from the command

eg: ", @

" We need to tell CP to not perform line editing when we
issue LDAP commands

CP SET LINEDI T OFF

...0r...

CP TERM NAL ESCAPE OFF (for the double quotes)
CP TERM NAL CHARDEL OFF (for the at sign)
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" Test access to the server

" LDAP utilities are provided for use in CMS

Idapsearch (LDAPSRCH), Idapadd (LDAPADD), Idapmodify
(LDAPMDFY), Idapcompare (LDAPCMPR), Idapdelete (LDAPDLET),
idapmodrdn (LDAPMRDN)

" We will use the LDAPSRCH command

| dapsrch -h 127.0.0.1 -w ******* _g base -b "o0=VMAssi st, c=US" "objectclass=*"
| dap_search: No such obj ect

| dap_search: additional info: R0O04071 DN ' o=VMAssi st,c=US does not exi st

(1 dbm process_request)

" ...the database is empty
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" The same command from Linux

dns:/etc # | dapsearch -h 192.168.1.60 -x -w ******** _g hase -b
"0o=VMAssi st, c=US" "objectclass=*"
ext ended LDI F

#
#
# LDAPv3

# base <o0=VMAssi st,c=US> with scope baseCbj ect
# filter: objectclass=*

# requesting: ALL

#

# search result

search: 2

result: 32 No such object

text: R004071 DN ' o=VMAssi st, c=US does not exist (ldbm process request)
# nunResponses: 1

" ... the database is empty




Load schema —
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" Schema is the definition of objects and their characteristics
eg: the rules that must be followed to form a telephone number

" Required for LDBM backend only
" Link and access TCPMAINTs 591 and 592 disks

| dapmdfy -h 127.0.0.1 -D "cn=Adm n" -w ****** _{ [[/USRSCHEM LDI F -u on

| dapmdfy -h 127.0.0.1 -D "cn=Adm n" -w *****x* _f []]| BMSCHEM LDI F -u on

" A single line of output while the command is running
nodi fying entry cn=schena

" No error messages indicate a successful execution
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" Provides the LDAP posixAccount object class
Allows the use of uidnumber, gidnumber, homedirectory, etc

' Described in Security on z/VM redbook

Download the schema from
ftp://www.redbooks.ibm.com/redbooks/REDP0221/nisSchema.2.1dif

Upload file to z/VM
" Update schema on the LDAP Server

| dapmdfy -h 127.0.0.1 -w *****x**x _ [ cn=LDAPSRV, 0=VMAssi st, c=US
-f //nisschemlIdif -u on

J nodi fyi ng entry cn=schenma
nodi fying entry cn=schena
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" In this simple setup the administrator will be the LDAP
server itself (LDAPSRYV)

The user exists on the z/VM system
Set up for Native authentication

" In DS CONF
Set option useNat i veAut h to al |

" Create an LDAP Data Interchange Format file (LDIF)
A sample exists as SAMPSERYV LDIF on TCPMAINTs 591 disk

The first two entries of the file were used as examples in the
following scenario
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" In afile called ADMIN LDIF

dn: o=VMAssi st, c=US

obj ectclass: top

obj ectcl ass: organi zati on
o: VMAssi st, c=US

dn: cn=LDAPSRV, o=VMAssi st, c=US

obj ectcl ass: top

obj ectcl ass: person

obj ectcl ass: i bmnativeAut hentication
description: Adm ni strator

cn: LDAPSRV

sn: Adm ni strator

| bm nativel d: LDAPSRV

J " File actually contains two entries
One to add the organization (0=VMAssist,c=US)
The other to add the person (cn=LDAPSRYV)
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" Use | dapadd to insert the entries into the LDBM database

| dapadd -h 127.0.0.1 -w *****x** _[ "cn=Admi n" -f //admn.ldif
addi ng new entry o=VMAssi st, c=US

addi ng new entry cn=LDAPSRV, o=VMAssi st, c=US
Ready; T=0.22/0.30 10: 43: 06

" Edit DS CONF to change the adminDN and remove the
adminPW

adm nDN " cn=LDAPSRV, o=VMAssi st , c=US"
#adm nP *k,k*k k)% k%
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" Make sure LDAPSRYV can properly access RACF
" In DTCPARMS

- ESM Enabl e. YES

" Issue the following RACF commands
rdefine facility ichconn uacc(none)

permt ichconn class(facility) id(ldapsrv) access(update)
setropts raclist(facility) refresh

" Restart the LDAP Server

RPI CV50161 USER/ RACF VM Racroute communi cation path is established.
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" Use ldapsrch to check on the LDAPSRYV entry just made

| dapsrch -h 127.0.0.1 -w *******x _|h "o=VMAssi st, c=US" " (cn=LDAPSRV) "
cn=LDAPSRV, 0=VMAssi st , c=US

obj ect cl ass=t op

obj ect cl ass=per son

obj ectcl ass=i bm nati veAut henti cati on
descri pti on=Adm ni strat or

cnh=LDAPSRV

sn=Admi ni strator

| bm nat i vei d=LDAPSRV
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" LDAP provides a way to keep a repository of security
information in a centralized place
Previously this could have been done with NIS

" The LDAP Server running on z/VM

Brings the power and capabilities of RACF to security management
on Linux

LDAP clients (virtual machines or real machines) can authenticate
with RACF

Passwords can be synchronized with z/VM




Using z/VM LDAP with Linux s

" Prerequisite software

openldap2-client, pam-ldap, nss-ldap, +32-bit versions
and yast2-ldap

" While configuring the LDAP client, if the prereq software is
not installed, YaST will perform the install automatically
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" Configure LDAP client with YaST

Here, your machine
can be set up as an
LDAF client.
LOAP but Disakhle L

To authenticate your
users with an
OpenLDAF serwver,

select Use LOAF. NS5 Settings Help

and PAM will be
configured .165.1. [Find]
accordingly. JAF Bggse DM .
Fetch DM]
To deactiwvate LDAP
services, click Do
Mot Use LDAF. If youl
deactiwvate LOAF, the
current LDAP entry
for passwd 1n ¥ £ ) tory on Lo
Setc/nsswitch.conf 3
[Abort] [Finish]

o | = shell

nss_base_shadow, and
nss_hase_group
attributes 1in

Jetc/ldap.conf file.

Fassword Change
Frotocol refers to

[Cancel]
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" Review /etc/Idap.conf

host 192. 168. 1. 60

base o=VMAssi st, c=US

| dap_ver si on 3

bi nd_policy soft

bi nddn cn=LDAPSRV, o0=VMAssi st, c=US
b| nde *kk*k*k*k k%

pam | ookup_policy yes

pam passwor d racf

ssl no

nss_map_attribute uni queMenber nenber

pamfilter obj ect cl ass=posi xAccount
nss_base passwd o=VMAssi st, c=US
nss_base_shadow o=VMAssi st, c=US
nss_base group o0=VMAssi st, c=US

tl s _checkpeer no
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" YaST should reconfigure several other files
/etc/nsswitch.conf, /etc/security/, /etc/pam.d/
YaST's modifications needed tweaking

" In /etc/nsswitch.conf

The following entries should be modified
passwd: files |dap
gr oup: files |dap

Remove the lines

passwd _conpat: |dap
gr oup_conpat : | dap

" In /etc/security/pam_unix2.conf

J Remove the | dap values from

aut h:
account :
passwor d:

Leave the lines in place
35
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" In /etc/pam.d/common-auth

Insert

aut h sufficient pam | dap. so
Before

aut h required pam uni x2. so

" In /etc/pam.d/common-account

Insert

account sufficient pam | dap. so
Before

account required pam uni x2. so

—

=
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" In /etc/pam.d/common-password
Insert
password sufficient pam | dap. so
Before
password required pam uni x2. so
" In /etc/pam.d/common-session
Insert
sessi on sufficient pam | dap. so
Before
sessi on required pam uni x2. so
J " These files are included by PAM service configuration files
in the same directory (login, ssh, passwd)
37
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" Add Linux user to RACF

RAC ADDUSER RKS1 PASSWORD( PWORD)

" Create LDIF file to add Linux user to LDBM database

dn: cn=RKS1, o=VMAssi st, c=US

obj ectcl ass: person

obj ectclass: ibmnativeAut hentication
obj ectcl ass: posi xAccount

description: Rich Snrcina

t el ephoneNunber: 414-491-6001

ui dnunber: 2000

gi dnunber: 100

uid: rksil

honmedi rectory: /hone/rksl
J | ogi nshel | : /bin/bash

cn: Rich

sn: Snrcina
I bm nativel d: RKS1
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" Add the entry

| dapadd -h 127.0.0.1 -w ****x***x _ [ "cn=LDAPSRV, 0=VMAssi st, c=US"
-f //rksl.ldif
addi ng new entry cn=RKS1, o=VMAssi st, c=US

" Since the first logon will require a password change lets
change the password now

| dapsrch -h 127.0.0.1 -w pword/ newpass -D "cn=LDAPSRV, 0=VMAssi st , c=US"
-b "0=VMAssi st, c=US" "(cn=RKS1)"
cn=RKS1, o=VMAssi st, c=US
obj ect cl ass=per son
obj ect cl ass=i bm nati veAut henti cati on
obj ect cl ass=posi xAccount
obj ect cl ass=t op
!} descri ption=Ri ch Snrcina
t el ephonenunber =414-491- 6001
ui dnunber =2000
gi dnunber =100
ui d=rksl
honmedi r ect or y=/ home/ r ks1
| ogi nshel | =/ bi n/ bash
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telnet 192.168.190. 12

Trying 192. 168. 190. 12. ..

Connected to 192.168. 190. 12.

Escape character is '*]".

Wel conme to SUSE Linux Enterprise Server 10 SP1 (s390x) - Kernel
2.6.16.46-0. 12-default (1).

dns login: rksil
Passwor d:
Creating directory '/hone/rksl'.
Creating directory '/honme/rksl/.fonts'.
Creating directory '/honme/rksl/.nozilla'.
Creating directory '/hone/rksl/.xenacs'.
Creating directory '/honme/rksl/ bin'.
Creating directory '/hone/rksl/ Docunents'.
Creating directory '/honme/rksl/public _htm"'.
y rksl@ins: ~> pwd
- /[ home/ rksl
rksl@ins: ~> id
ui d=2000(r ksl) gi d=100(users) groups=100(users)
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rks0@ apt op: ~> ssh rks1@92. 168. 190. 12

Passwor d:

Last | ogin: Mon Jul 14 15:29:23 2008 from 192.168. 1. 100
rksl@ins: ~> id

ui d=2000(rks1) gi d=100(users) groups=100(users)
rksl@ins: ~> ||

total 12

drwxr-xr-x 2 rksl users 4096 2008-07-11 10:55 bin

drwxr-xr-x 2 rksl users 4096 2008-07-11 10:55 Docunents
drwxr-xr-x 2 rksl users 4096 2008-07-11 10:55 public_htm
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" The vsftpd pam configuration file does not participate in the
'‘common’ configuration that is made available by SUSE

"It will need to be modified manually in order to authenticate
with LDAP

" In /etc/pam.d/vsftpd
Insert
aut h sufficient pam | dap. so

Before
aut h required pam uni x2. so

/ Insert
account sufficient pam | dap. so
Before
account required pam uni x2. so
42
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rksO@aptop: ~> ftp 192. 168. 190. 12
Connected to 192. 168. 190. 12.

220 (vsFTPd 2.0. 4)

Nanme (192.168.190.12:rks0): rksl
331 Pl ease specify the password.
Passwor d:

230 Logi n successful.

Renote systemtype is UN X

Usi ng binary node to transfer files.
ftp> pwd

257 "/ home/rks1"

ftp>

" Log file entry from FTP login

Jul 21 10:02:35 dns vsftpd: Mon Jul 21 10: 02:35 2008 [pid 7894] [rks1]
OK LOGN: Client "192.168. 1. 100"
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" With YaST

Erowse the LDAP tree
in the LDAF Tres tab.

Edit attributes of

the selected LDAF
cbJject in the Entry

[Help]

~ | = shell

[Open] [Reload]

|| @ shell
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" With YaST

- - Shell

Session Edit View Bookmarks Settings Help

Browse the LDAF tree
in the LDAF Tree tab.

selected attribute.
se Sawve to save your
changes to LDAF.

om-natlveAuthenticatio

[Edit]

|| = Shell
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" With YaST2

Browse the LDAP tree in LDAP Browser
the LDAP Tree tab,

Use Edit to change the Entrv Dat
value of the selected LDAP Tree ntry Data

attribute. Use Save to cn=RKS51,0=VMAssist,c=US

save your changes to

LDAP. Attribute Value

RIch,RKS1
description Rich Smrcina
gidnumber 100
homedirectory /home/riks1
ibm-nativeid RIKS1
loginshell /binfbash
objectclass person.ibm-nativeAuthentication,posixAccount.top
sn sSmrcina
telephonenumber 414-491-6001
uid rksl
uidnumber 2000
_/ userpassword

seealso
gecos-nis
=

4
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" LDAP Browser from LDAPSoft (http://www.ldapsoft.com)
& LDAPSOft - LDAP Browser Do X

File Navigate SQL Search Export Import Security Options Help

||

J ¥ MNew Connection (= Open Connection J o J

| welcome x g
Version: 2.2 {;ﬁ %I e {@:’

Release Date: July  proguct Home Get Support Online Help Options
Status:

%+ New Ldap Connection

New Connection 1@ Credentials T-g
. . Please select authentification method and enter authentification data
Click Next to continue..

Authentication Method

mll O Anonymous Authentication

Gettin 9 'y Connection Name [ZNM

Host Parameters @ Simple Authentication

[ Create a new Cof
Run a wizard for | | Hostname|192.168.1.60

£ Open anexistingl | popy, 389 - Protocol: [LDAP V3

Invokes a dialog
a . Base DN: [o=VMAssist,c=US|
Test Connection)

_/ Creates a non-sj l Fetch Base DNs H Test Connection

Authentication Parameter

Bind DN: |cn=LDAPSRV.0=VMAssist.c=US ]

Password: [..... l

Save Password |Ef Vvalid Credentials - Retr}i

4

Requires interne|
] Test 551 Conned [ Use SSL/TLS
Creates a SSL cg

Requires interng|
[ Help l [ < Back [ Mext = l [ Einish l [ Cancel l

[ Help l [ l Next > l || Finish | [ Cancel l
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. . : B m
! Comes In WIndOWS File Mavigate SQL Search Export Import Security Options Help
. J % New Connection (= Open Connection J [ER =P J L J L
and LI n UX fIaVO rS J Search: [cn | v] = ["‘ ] Find Now Clear |Max Results: J = 9
[T, oo -
n P rOVi d eS a n SQ L + [0 0=VMAssist,c=US Attribute Name | value |size | Type |Require:
» { cn=LDAPSRV 3 person 5 ObjectClass i
1 t f d LD I F ¥ RKS] objectclass ibm-nativeAuthentication 24  ObjectClass y
In er ace an objectclass posixAccount 12  ObjectClass Y
. d objectclass top 3 ObjectClass Y
Import ana export en - v
cn RKS1 4 Text Y
n . gidnumber 100 3 Integer Y
A CO m m e rCI aI homedirectory J/home/rks1 10 Text Y
. . ibm-nativeid RKS1 4 Text Y
prOdUCt IS avallable sn smrcina 7 Text Y
. A uid rksl 4 Text Y
that prOVIdeS ed Itl ng uidnumber 2000 4 Integer Y
createtimestamp 20080711155417.653630Z 22 Operational N
creatorsname cn=LDAPSRV,0=VMAssist,c=US 26 Operational N
description Rich Smrcina 12 Text N
loginshell /binfbash 9 Text M
modifiersname cn=LDAPSRV,0=VMAssist,c=US 26  Operational N
modifytimestamp 20080711155417.6536302 22  Operational N
subschemasubentry cn=schema 9 Operational N
telephonenumber 414-491-5001 12 Telephone Mumber N
gecos-nis 0 Text N
seehlso 0 Text M
userPassword 0 userPassword M
Table View Schema View

1 items selected £ cn=LDAPSRV,0=VMAssist, B:6: 23 ]
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" Softerra LDAP Browser (http://www.ldapbrowser.com)

" cofterra LDAP Browser 2.6 o =]

File Edit ‘Wiew Tools Help

e -a-@ 06 BB X[ 2s T 3 ]| NP
: [ £ | uit | K Fiter -
E|-§"‘/ Browser rook Mame | Walue | Type | Size |
Bv Michigan &Michigan |dap.itd umich.edu; 359 profile  unknown
B» OD_EHLDP'P a,OpenLDP.P winy, openidap, com: 359 profile  unknown
B, Urizeto CERTUM A finimetn divert g Feetim ol renfile  nknown

Host Information x|

Pleaze enter server host information

Hast: |192.1ss.1.su

Port: 389 Protocol version: |3 'I

Base DN: [cn=LDAPSRAY, o=\Méssist.c=LI3] |

| Fetch DNs [only LDAP v.3) |

[ Anonymous bind

Click Mext to continue.

nehng = x

< Back I Mewt » I Finizh Cancel Help

4 | F |\ Messages

Ready. For Help, press F1 |ﬂ | FE S
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" Softerra LDAP Browser (http://www.ldapbrowser.com)

" cn=RKS1,0=¥Massist,c=US ol x|
S Flle Edt Wew Tools Help
ie-a -0 0 G FRB X - o - EE] W2
£Z iy T (objectClass=*) -
=-F Brawser raot Mame | walue | Tvpe Size
El; Michigan [=lobjectclass pErsan test attribuke g
Elf OpenlDAR [=] objectclass ibrm-nativesuthentication text atbribute 24
: af Unizeto CERTUM [=l objectclass posixdocount text atbribute 12
Eﬂ, 24 [=lobjectclass top text atbribute 3
ED cn=LDARSRY ) [=] description Rich Smrcina text atbribute 1z
{21 ou=Idapcarfig .
£ cn=RKS1 [=] telephonenumber 414-491-6001 text atbribute 1z
uidnumber 2000 ket attribute 4
gidrnumber 100 ket attribuke 3
uid rkst ket attribute 4
homedirectory Thomefrks1 text atbribute 10
loginshell Ibin/bash text atbribute a
cn Rich ket attribute 4
cn RKS1 ket attribute 4
sn amrcing ket atkribute 7
@creatorsname cn=LDAPSRY,0=YMassist,c=1U5  operational attribute 26
@createtimestamp 20050711155417.6536302 operational attribute 22
@modifiersname cn=LDAPSRY,0=YMassist,c=1J5  operational attribute 26
@modifytimestamp Z0080711155417 6536302 operational attribute 22
/ @subschemasubentry cr=schema operational attribute 9
- * Buccessfully connected to 192,168.1.60
" Kchema has been cached, Using cache. ..
C | LDAP Synkaxes:  Total: 22 Invalid: 0 Duplicated: O
% attributeTypes:  Total: 1228 Invalid: 0 Duplicated: 0
5 | LDAPObjectClasses:  Total: 321 Inwalid: O Duplicated: 0

MatchingRule:
T atchingRy

4| >|\ Messages

Ready. For Help, press F1

[® anonymous

(& ~

|Schema loaded
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" In /etc/sysconfig/apache2 add to APACHE MODULES=
| dap aut hnz_| dap

" In the Apache configuration

ScriptAlias /hobbit-seccgi/ "/hone/hobbit/cgi-secure/"
Directory "/hone/ hobbit/cgi-secure">

Al l owOverri de None

Options ExecCd I ncl udes

O der all ow, deny

Al l ow from al |

Aut hType Basic

Aut hName "Hobbit Adm nistration"

Aut hBasi cProvi der | dap

Aut hzLDAPAut horitative off

Aut hLDAPBiI ndDN cn=LDAPSRV, o=VMAssi st , c=US

Aut hLDAPBI ndPasswor d ****xxxx

Aut hLDAPURL | dap://192. 168. 1. 60/ o=VMAssi st , c=US?ui d?sub NONE

Requi re val i d-user
</Directory>

The Apache Software Foundation
T http://www.apache.org/ —



Setting up other software -

[ ) [0 s + pa
) Hobbit - Maintenance - Mozilla Firefox o x
Eile Edit

) vellow : Hobbit - Status @ Thu Jul 17 16:29:13 2008 - Mozila Firefox

Administration Help Views Reports

Find host Current Status Hobbit Maintenance Thu Jul 17 16:34:19 2008

Acknowledge alert
Enable/disable

Edit critical systems
Current Status Select what to Disable

bbd bbgen bbtest conn cpu disk files hobbitd

Hobbit Servers Currently disabled tests

No tests disabled

hobbit

Scheduled actions
No tasks scheduled

I o . con
Linux Virtual Machines

novstart
dns ) Authentication Reguired &)

Idaps t rmame and p
Jame:

Filter hostlist

Hostname pattem

Pagename pattemn

: conir Cpu IELY nes U meinuly  nisys  puiits
Windows

IP address pattern

guen @ & & 0 o & 0 O EE—

-OR -until OK: N

Done




Monitoring —

" LDAP Server keep statistics during it's operation

" An LDAP Search can be used to collect the statistics

| dapsrch -h 127.0.0.1 -s base -b cn=nonitor "(objectclass=*)"

" Monitor stats can also be collected using SMSG
SM5G LDAPSRV DI SPLAY MONI TOR

" Stats can be reset via SMSG
SMSG LDAPSRV RESET MONI TOR

" Statistics are not available over SNMP
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Monitoring -

" Format of the statistics

| dapsrch -h 127.0.0.1 -s base -b cn=nonitor "(objectclass=*)"
cn=noni t or

version=z/ VM Version 5 Rel ease 3 | BM LDAP Server

i vet hreads=10

maxconnect i ons=65523 modi f i esr equest ed=0
sysmaxconnecti ons=65535 modi fi esconpl et ed=0
t ot al connecti ons=29 modi f ydnsr equest ed=0
current connecti ons=2 nodi f ydnsconpl et ed=0
maxr eachedconnecti ons=5 searchesrequest ed=31
opsini ti ated=81 sear chesconpl et ed=30
opsconpl et ed=80 unbi ndsr equest ed=21
abandonsr equest ed=4 unbi ndsconpl et ed=21
abandonsconpl et ed=4 unknownopsr equest ed=0
addsr equest ed=0 unknownopsconpl et ed=0
addsconpl et ed=0 entriessent =17
J bi ndsr equest ed=25 byt essent =5992
bi ndsconpl et ed=25 sear chr ef er encessent =0
conpar esr equest ed=0 currenttinme=Sat Jul 26 02:34:13.340516 2008
conpar esconpl et ed=0 starttime=Sat Jul 26 01:15:05.412192 2008
del et esr equest ed=0 resetti me=Sat Jul 26 01:15:05.412192 2008
del et esconpl et ed=0 r eset s=0
ext opsr equest ed=0 54
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" Format of the statistics

snsg | dapsrv display nonitor
Ready; T=0.01/0.01 21:45: 22
Monitor Statistics

Server \ersion: z/ VM Version 5 Rel ease 3 | BM
LDAP Server

Current Time: Sat Jul 26 02:45:22.575461 2008

Start Tine: Sat Jul 26 01:15:05.412192 2008

Last Reset Tine: Sat Jul 26 01:15:05.412192 2008

Nunber of Resets: 0

Server Totals:

J Description Count
Config Max Connecti ons 65523
System Max Connecti ons 65535
Total Connecti ons 31
Current Connections 1
MaxReached Connecti ons 5 35
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Monitoring

" Format of the statistics (Softerra LDAP Browser)

192.168.1.60:389,/0=Y¥MAssist,c=U5??base?{objectClass

=10I x|

File  Edit

e -0 0 R xAE wo- e EE

View Tools Help

E @ £Z | iy % (objectClass=*)
: x
E|{|; Erowser roak [ame | Size |
B» Michigan CAm General | Credentials I LDAR Settings urknown
fl. openLDap [Aen Server Manitor Entry Properties unknown
£l Unizeto CERTUM obiec 3
a." 24 [=lobjec FManitor DN Icn=monitor 12
{21 cn=LDAPSRY
u] 13
[ cn=Rks1
o Mame | Value | - &
@creat abandonzcompleted 0 &
B creat abandonzrequested 0 2z
[EEmodif addzzompleted ] a
[ modif addsrequested 0 o3
@subsc b!ndscc-mpleted 5 3
bindsrequested 5
byteszent 3299 e
comparescompleted 0
comparesrequested ]
curentconnections 2
cumenttime SatJul 26 01:22:53.735297 2008
deletescompleted 1]
deletesrequested 1]
entriessent 10
extopzcompleted 1]
/ extopsrequested i] Ll
. * Fuccessfully connected to 192,168.1.60
" Behema has been cached. Using cache. ., Refresh |
< | LDAP Syntaxes:  Total: 22 Invalid: O Duplicated:
% attributeTypes:  Total: 1228 Invalid: 0 Duplicate
5 | LDAPObjectClasses:  Total: 321 Inwalid: 0 Cuplic. oK, I Cancel Apply | Help |

MatchingRules:  Tokal: 22 Invwalid: 0 Duplicated: (
Matchin B

Tokal: 01

4 | 3 |\ Messages

Ready. For Help, press F1 | anonymous [schema loaded (& »
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" The Hobbit network services monitor can watch LDAP
connections

" Must either
Build with the LDAP capabilities
Use the RPM

" In the hosts definition file

192.168.190.1 vma  # |dap://192.168. 190. 1/ o=VMAssi st, c=US?cn?sub?( cn=RKS1)
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&) green

Eile Edit View History Bookmarks Tools Help
<= - - & (2} [@ hitp://192.168.190.16/hobbit-cgi/bb-hastsy |+ [ k| [l
Administration Help

vima - ldap Sun Aug 03 21:29:10 2008

HISTORY

Sun Aug 3 21:29:08 2008

vma TCP Connection Times Last 48 Hours

[alu B uln] 0g: 00 12: 00 oo: 0o 0E: 00

W ldap i B4AT,3m Ccur) 8 1. 8 0.0 Cmind i 140,0m Cavgl
Updated: 03-Aug-2005 21: 3057




Operating the LDAP Server —

" Startup
TCP/IP will start it

" Shutdown

SMSG LDAPSRV SHUTDOWN

080702 16:22:58.584170 G.D10071 LDAP server is stopping.

080702 16:22:59. 368858 G.D6033I Commtting changes to dat abase
for LDBM backend nanmed LDBM 0001.

080702 16: 23: 02. 729066 G.D60341 Conpl eted comm tting changes to
dat abase for LDBM backend naned LDBM 0001.

Options Report for Enclave main 07/02/08 11:23:03 AM
Language Environnment V01 RO4. 00
... (LE runtinme nessages)
DTCRUN1014l Server ended normally at 11:23:14 on 2 Jul 2008
(Wednesday)
y, RPI CM50171 USER/ RACF VM Racroute conmuni cation path has been
' t er m nat ed.

" Does not listen to the shutdown signal
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" The SMSG interface also provides the following
Auditing Controls
Setting the backends to read only or read-write
Commit changes
Set debugging levels
Display LDAP Server information
Logging control (on/off)
Set normal or maintenance mode
Initialize SSL environment
Reset counters
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Rich Smrcina

VM Assist, Inc.
http://www.vmassist.com
414-491-6001

V%ss i st rsmrcina@vmassist.com

Specializing in support of z/VM,
z/VSE and Linux on System z systems
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